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ABSTRACT

Machine learning (ML) has been frequently studied to build intelligent systems in many problem domains. For
example, one of the application areas of ML in cybersecurity is to develop intelligent intrusion detection systems
(IDSs) for malicious network activity detection. However, intelligent IDS development is challenging due to many
available methods in the current literature, including different types of classification algorithms and preprocessing
techniques. Therefore, revealing the best-fitting methods for intrusion detection would help practitioners develop
efficient detection systems. For this purpose, this study has conducted extensive experiments using the support
vector machines (SVM) classifier and feature selection (FS) technique, several data normalisation techniques, and
a classifier optimisation algorithm to analyse the impact of preprocessing techniques on classification. These
methods were tested on three open network intrusion datasets, NSL-KDD, UNSW-NB15, and CICIDS2017.
Finally, the results were analysed to investigate each method’s impact on model performance and extract insights
for building intelligent IDS. The optimised model achieved an accuracy of 81.51% with two features, 85.27% with
32 features, and 99.43% with 16 features for the NSLKDD, UNSW-NB15, and CICIDS2107 testing datasets,
respectively. Furthermore, the results exhibited that data preprocessing has improved classification performance,
and the log-scaling normalisation technique outperformed the z-score and min-max. Additionally, the results
suggested that SVM-based FS improved classification performance and significantly reduced model complexity. In
addition, the conclusion was drawn that classifier optimisation could enhance the performance of the classifier-
dependent FS technique, such as SVM FS. However, it was observed that an inadequate feature set in the classifier
optimisation process could result in worse performance; therefore, this problem must be addressed during the
optimisation process for accurate optimisation. In conclusion, this study provided insights into data preprocessing
in ML applications and showed the significance of data preprocessing for building accurate and efficient IDSs.

Keywords: Data Preprocessing, Classifier Optimisation, Feature Selection, Network Intrusion Detection System,
Support Vector Machines.

1. Introduction

Modern computer applications are essential to daily life, providing a wide range of services. Developments of modern
computer applications have led to the exchange of high-volume data over the Internet, including users’ sensitive data [1].
Intrusion detection systems (IDSs) are promising for protecting user data due to their ability to monitor computer systems to
determine malicious activities [2]. However, an intelligent system that can learn and recognise attacks autonomously is
needed because of high-volume network traffic and various attack types. From the point of view of machine learning (ML),
this is a classification and dimensionality reduction problem that can be developed to classify malicious activities.

The basic steps for the development of classification models include data preprocessing (encoding, data normalisation, and
dimensionality reduction), classifier optimisation, model training, and model evaluation [3]. Encoding is applied if a feature
needs to be converted to another type [3]. For example, if a classifier (e.g., support vector machine (SVM)) cannot process a
categorical feature, the features must be converted to a nominal feature before model development. Data normalisation aims
to transform feature values into a new range to create a better distribution of features and smaller feature space with the aim
of improving classification performance and reducing model complexity [4]. Feature selection (FS) also aims at the same
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goal as data normalisation by selecting the most relevant features and removing noisy and irrelevant features [5]. Finally, to
develop an accurate model, it is necessary to apply preprocessing techniques prior to model development [4,5].

The network intrusion detection benchmark datasets were created in the articles [6], [7], and [8], NSL-KDD, UNSW-NB15,
and CICIDS2017, respectively. First, the authors created NSLKDD to overcome the shortcomings of the KDDCUP99 dataset.
Next, to tackle the shortcomings of NSLKDD, UNSW-NB15 was created. Finally, CICIDS2017 was created as an up-to-date
and modern dataset.

In the study [9], the authors conducted several experiments to evaluate the performance of normalisation techniques,
including decimal scaling, min-max normalisation, and z-score normalisation. In addition, Yin et al. proposed a deep learning
(DL)-based IDS model using recurrent neural networks (RNN-1DS), which were normalised using the min-max method [10].
In [11], an ensemble model was developed for intrusion detection using min-max normalisation and feature selection
techniques. In work [12], the authors designed and implemented several ML settings with different FS techniques using the
C4.5 classifier to build intrusion detection methods. Among four FS techniques, Information Gain, Correlation-based FS,
ReliefF, and Symmetrical Uncertainty, the InfoGain FS technique achieved the best performance when applied before the
C4.5 classifier as a preprocessing technique for dimensionality reduction. The results revealed that the InfoGain-C4.5 pair
achieved the best accuracy with 17 features. This study emphasised the importance of feature selection as a preprocessing
step. In Article [13], several experiments were conducted that combined three FS techniques with various classifiers to
analyse the impact of the filter and embedded FS on intrusion detection. Chi-square, information gain, and SVM recursive
feature elimination (SVM-RFE) were used as the two filter and one embedded FS technique, respectively. When the filter
methods were compared to SVM-RFE, SVM-RFE achieved the best performance due to the ability of SVM-RFE to select
features with respect to their usefulness rather than their relevancy. As a result, this study showed that embedded FS
techniques might be more promising for intrusion detection than filter methods. In addition, the authors stated that the best-
performing classifier was SVM with all FS techniques. In conclusion, FS helps improve the accuracy of attack detection.
However, it should be noted that embedded FS techniques are computationally more complex than filter FS techniques.

Malik et al. [14] proposed a NIDS based on the particle swarm optimisation (PSO) algorithm. In the study, extensive
experiments were conducted to show that selecting the relevant features helped improve the classification performance of the
proposed method. In [15], another PSO-based study was conducted, showing that the PSO-enabled SVM outperformed the
default SVM configuration. Finally, Khammassi and Krichen [16] combined a wrapper FS technique using genetic algorithms
with a logistic regression classifier for the detection of network intrusions. They achieved the maximum performance with
18 features for the KDD dataset and 20 for the UNSW-NB15 dataset. In the study, the effectiveness of FS was discussed
based on the obtained experimental results. However, wrapper FS techniques have a relatively high computational complexity
compared to embedded and filter methods.

In [17], packet preprocessing techniques were used to improve convolutional neural network (CNN) performance for
intrusion detection. For this purpose, three preprocessing techniques, direct, weighted, and compressed, were developed and
applied to CNN. In addition, CNN with the direct preprocessing technique was evaluated on the NSLKDD dataset. As a
result, the authors stated that packet preprocessing had improved the model’s performance.

The authors used deep neural networks to compare data preprocessing techniques [18]. In the study, a trial and error approach
was conducted to find classifier settings, such as the number of layers, the number of neurons in each layer, and the optimiser
algorithm, to obtain the optimised model. UNSW-NB15 was used in the study, whereas two different techniques were
employed in this dataset. The first technique was Log transformation and MinMaxScaling, and the second was Z-score
encoding and dummy encoding. Finally, it was mentioned that this particular study aimed to prove the concept that data
preprocessing improves the performance of ML algorithms.

T. Ahmet and M. N. Aziz conducted an experimental study to classify intrusions in computer networks [19]. First,
preprocessing and feature selection were applied, and the obtained data were classified using k-NN, SVM and Naive Bayes
classifiers. The experimental results obtained using the KDDCup99 benchmarking dataset showed that SVM with
preprocessing and feature selection achieved the best performance, where Min-max normalisation and Correlation-based FS
and Particle Swarm Optimisation were applied as the preprocessing and feature selection techniques, respectively.

P. Nimbalkar and D. Kshirsagar proposed a feature selection method for intrusion detection [20]. The study focused on DoS
and DDoS attacks and proposed the FS method based on Information Gain and Gain Ratio FS techniques. The proposed
method was evaluated on loT-Bot and KDDCup99 datasets using the JRip classifier. The proposed system selected 16 and
19 features for the 1oT-Bot and KDDCup99 datasets, respectively, and it was concluded that it performed better than the
method with the complete feature set.

In [21], Naive Bayes and KNN classifiers were used to develop a two-tier classifier. In addition, for feature selection, the
Discriminant Analysis method was used. The proposed method was evaluated on the NSLKDD dataset. In [22], the authors
proposed an intrusion detection framework for botnet using feature selection. According to the obtained results on the
CICIDS2017 dataset, the Correlation Attribute Eval FS technique with JRip classifier achieved the best performance for
botnet detection.
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In order to reduce the time complexity of ML algorithms, fast KNN was proposed [23], and it was shown that fast KNN
maintains the model’s accuracy and reduces time complexity. Several filter FS techniques were combined for DoS attack
detection, including Information Gain Ratio (IGR), Correlation (CR), and ReliefF (ReF). The results showed the significance
of feature selection. A deep learning approach was used in the study [24] for intrusion detection to improve detection
performance, and the proposed method was evaluated on the NSLKDD dataset [25].

In the present study, several experiments were conducted to measure the impact of preprocessing on ML applications, such
as developing intelligent 1DSs, using data normalisation, feature selection, and classifier optimisation algorithms. For this
purpose, several network intrusion detection benchmark datasets were used, namely NSLKDD, UNSW-NB15, and
CICIDS2017. To evaluate data normalisation techniques, three different and frequently used techniques (min-max, z-score,
and logarithmic scaling) were applied to the original dataset before model development. Additionally, the SVM classifier
was optimised using an exhaustive search algorithm, grid-search, where the optimal kernel function, cost parameter and
gamma parameter were selected for all benchmarking datasets.

As a result, this study aimed to measure the impact of several data normalisation techniques to find the most effective
technique for ML classification applications. Additionally, a classifier-dependent feature selection method was used to
investigate feature selection performance on intrusion classification. Moreover, classifier optimisation was applied to
classification and FS methods for analysing the impact of its classification performance with a reduced and complete feature
set. Furthermore, the classifiers developed with default settings and optimised with different settings were compared to reveal
the impact of feature selection in classifier optimisation. Finally, the ML model settings and chosen preprocessing techniques
were presented to provide important insights for practitioners in the field. In summary, the contributions of this study are as
follows.

(1) Detailed analysis of normalisation techniques and their impact on classifier performance
(2) Impact of classifier parameter optimisation on feature selection and classification
(3) Important insights into the development of intelligent intrusion detection systems.

The remainder of this paper is organised as follows. Section 2 explains the materials and methods used in this study. Section
3 provides details about the experimental setup. Section 4 presents and discusses the experimental results. Finally, the
conclusion of this study is stated in Section 5.

2. Materials and Methods

In this section, the materials and methods used for this study are explained, including data preprocessing techniques and
SVM. Furthermore, the used network intrusion benchmark datasets were mentioned in detail.

2.1 Benchmark datasets

NSLKDD dataset [6]: The NSLKDD dataset was extracted from the KDDCup’99 dataset as its enhanced version to overcome
the shortcomings of the KDDcup’99 dataset. Although NSLKDD may not be the best representation of real networks,
containing some synthetic data, it is a valuable benchmark dataset for evaluating the intrusion detection model. The NSLKDD
dataset comprises two partitions: KDDTrain* (training dataset) and KDDTest" (test dataset). The KDDTest?!, as a test dataset,
is a subset of KDDTest" where the samples correctly classified by all classifiers in [26] have been removed. Thus, KDDTest
2L is a more challenging dataset than KDDTest* for classification algorithms. In addition, the binary NSLKDD dataset
contains two types of network activities: normal and attack. Table 1 presents the statistics of this dataset. Furthermore, the
features in this dataset belong to three categories, namely basic features (Feature Nos. 1-10), content features (Feature Nos.
11-20), and traffic features (Feature Nos. 23-41) [10]. Finally, there are 41 features and 1 class label in this dataset.

Table 1 Record Distribution of the NSLKDD Dataset

Dataset Normal Attacks Total
KDDTrain* 67343 58630 125973
KDDTest* 9711 12833 22544
KDDTest?! 2152 9698 11850

UNSW-NB15 Dataset [7]: Moustafa and Slay published the UNSW-NB15 benchmark dataset for network intrusion detection
in 2015 as a comprehensive dataset. They stated that this dataset was developed to overcome the shortcomings of the
NSLKDD dataset. This dataset includes 47 features, where categories of features are as follows: flow features (1-5), basic
features (6-18), content features (19-26), time features (27-35), and general-purpose features (36-47). The UNSW-NB15
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training dataset and the UNSW-NB15 test dataset are the two predefined splits of this dataset. Statistics for the dataset are

listed in Table 2.

Table 2 Record Distribution of the UNSW-NB15 Dataset

Dataset Total Sample Size Normal Attacks
Training Set 175,341 56,000 119,341
Testing Set 82,332 37,000 45,332

CICIDS2017 Dataset [8]: The CICIDS2017 dataset was created by the Canadian Institute of Cybersecurity in 2017 as a
network evaluation dataset. The CICIDS2017 dataset contains realistic network activity records extracted from an actual
network setup. In addition, it comprises the most up-to-date and widely used attack types. In the dataset, network flows are
based on the time stamp, source and destination IPs, source and destination ports, and protocols. The dataset consists of 78
features and a label column where the records were collected over a week. The CICIDS2017 Wednesday dataset used in this
study contains normal activity records and DoS attacks. For computational reasons, the dataset was under-sampled by
randomly selecting 20% of its records. Then, it was split into two partitions as the training and testing datasets. Statistics are
shown in Table 3.

Table 3 Record Distribution of the CICIDS2017 Wednesday Dataset

Dataset Total Sample Size Normal Attacks
Training Set 138,480 88,191 50,289
Testing Set 137,806 87,817 49,989

2.2 Data preprocessing

Data preprocessing in ML can be described as the process of investigating and transforming the dataset in terms of sample
distribution (i.e., data normalisation) and dimensionality (i.e., feature selection or extraction) to improve classification
performance as the primary objective. The secondary objective of preprocessing is to reduce model complexity in terms of
features (dimensionality) and feature value ranges (. In addition, encoding of feature values is only applied when the classifier
needs conversion of feature type. For example, SVM does not accept categorical features; thus, a categorical feature must be
converted to a nominal one.

The encoding process comprises three main steps: (1) identification of categories in a categorical feature, that is, finding
distinct values, (2) creation of new features for each distinct value; encoding will generate new features as many as the
number of unique values in the categorical feature, (3) and finally, for each feature, the records are set to 1, and the rest is set
to 0 [3].

Data normalisation can be considered as a scaling process that creates a new scale of feature values to transform the
distribution of the dataset into a more balanced form. Additionally, this process helps to create a smaller hyperspace for the
classifier and can lead to higher classification performance and lower computational complexity [4]. Z-score, min-max, and
logarithmic-scaling (log-scaling) are the frequently used techniques in the field of ML. Min-max and z-score normalisation
are linear techniques in which these functions perform a linear mapping of the feature space [4]. However, log-scaling is a
nonlinear technique that transforms values in a nonlinear space. On the other hand, Min-max normalisation maps feature
values into the range of [0, 1] using the minimum and maximum values. Furthermore, z-score normalisation (standardisation)
transforms a feature into a new range using mean and standard deviation values, where the standard deviation of the
transformed feature is always one. Additionally, log-scaling uses a log function to scale down the feature values non-linearly.
Equations are listed in the following equations (eg. 1, eq. 2, and eq. 3), respectively. Note that Xmin and Xmax are the minimum
and maximum values of the feature x in Equation 1. In equation 2, x, and x, are the mean and standard deviation values of

the feature x. In addition, x; represents the i value in feature x for all equations.

e <1>
Xy ==t )
xXi=log(x;+ 1) (3)
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Finally, dimensionality reduction reduces feature space by removing irrelevant/noisy features (feature selection) or
transforming the feature set (feature extraction) into a new space. Feature selection retains the values of the features, but
feature extraction changes them while transforming the space [5]. Feature selection and feature extraction are the main
categories of dimensionality reduction.

2.3 Support Vector Machine Classifier

Classification is the process of building an ML model using supervision with a dataset that contains input and output data.
As a supervised ML algorithm, SVM has several significant characteristics that make it a successful classifier. These are (1)
the ability to find an optimal hyperplane between two linearly separable classes by maximising the class boundaries, (2) the
ability to construct a high-dimensional hyperplane, (3) embedded in FS techniques as a robust FS technique, and (4) its kernel
trick that allows one to create nonlinear boundaries [26, 27]. Furthermore, the kernel functions provide access to the higher
space dimensions without explicitly defining the mapping function. Therefore, the performance of the SVM classification is
highly dependent on its kernel function and parameters, which implies that classifier optimisation is crucial for SVM [28].
Classifier optimisation aims to find the optimal values for the classifier kernel and parameters. However, finding the best-
fitted values is a dataset-specific problem and heuristic algorithms are used to solve this problem, which is time-consuming.

2.4 Feature selection

Feature selection techniques aim to select the most relevant features by removing redundant and irrelevant features, which
has been widely applied in ML applications before model construction to improve model accuracy and reduce computational
complexity. Embedded/Wrapper FS techniques use a classifier to obtain feature weights for ordering features from the most
relevant to the least relevant, aiming to select the optimal subset of features. On the contrary, filter FS techniques check
feature relevance for the same purpose. Since embedded/wrapper techniques are classifier-dependent (e.g., SVM, Random
Forest), they are more accurate, whereas filter FS techniques are classifier-independent and thus faster than
embedded/wrapper FS techniques.

In this study, the SVM feature selection technique (SVM-FS) [5] uses the feature weights vector created by the SVM training
process to rank features with the aim of measuring the impact of classifier-dependent FS on intrusion detection. Algorithm 1
represents the algorithm for SVM-FS. Unlike SVM-RFE [5], the used SVM-FS technique runs SVM train function ones to
obtain feature weights and rank feature weights accordingly. As it is shown in line 2, SVM training runs to obtain support
vectors (SV) and coefficients (coefs) from constructed SVM model, and then this information is used to calculate the weight
vector, which is ordered to obtain feature ranks (shown in lines 3 and 4). Note that the generated ranked feature list is in
descending order, where the most significant weight represents the best feature; therefore, the first feature in the list is the
most relevant, and the last is the least relevant feature.

Algorithm 1.  SVM Feature Selection Technique (SVM-FS)
Input: Training Dataset
Output: Ranked Feature List

1. Initialise the training dataset, TrainingDataset.

2. SVM_Model = SVM_Training(TrainingDataset, Kernel, CostValue, Kernel _Parameter_Values)
3. Feature_Weight_List = CreateWeightList(SVM_Model$coefs, SVM_Maodel$SV)

4. Ranked_Feature_List = argmax(Feature_Weight_List)

3. Experimental Setup

The experiments were carried out using the software implemented with R programming (v4.0.2) [29] and RStudio [30] on a
PC, Intel® i7 Core™) j7-4790 CPU @ 3.60GHz, 32 GB DDR3 Ram, 256 GB SSD, and Microsoft® Windows 10 Pro x64. In
addition, the R programming package, €1071 [31], was used to implement the SVM classifier. This experimental study
involves (1) data normalisation, (2) feature selection, (3) classifier optimisation, and (4) model training and evaluation.

First, the model has never seen the test dataset to avoid normalisation, FS, or classification bias. As mentioned in the
benchmark datasets section, each dataset was split into two sets: training and testing. The model was constructed using the
training dataset, and evaluation was performed on the testing dataset; hold-out validation was used. Furthermore, during the
data normalisation process, the required values were obtained from the training dataset and applied to the test dataset to avoid
bias can be caused by normalisation. Additionally, FS was performed on the training dataset to avoid FS bias. The model’s
performance was measured with the top k features after the feature ranking where k =1, 2, 3, 4, 8, 16, 32, 64, and feature set
size. Since the NSLKDD and UNSW-NB15 datasets contain categorical features, encoding was applied. After encoding, the
feature size of the datasets was 122 and 194, respectively. The SVM classifier with default settings (c=1, gamma =1/ |
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feature set |, degree = 3) was implemented. Finally, grid search was used for SVM optimisation, where a kernel function, cost
parameter, and the value search of the chosen kernel parameter were performed. Thus, the kernel function was selected among
linear, polynomial, sigmoid, and radial basis functions (RBF) in the classifier optimisation process. Furthermore, the cost and
gamma value spaces were searched where ¢ > 0 and y > 0. Performance evaluation is the final and critical stage of ML
model development since it shows the model’s accuracy. For this purpose, accuracy and f-score performance evaluation
metrics were used [3]. The equations of these metrics are given in (4) and (7), where (5) and (6) were used to calculate F-
score.

TP + TN
Accuracy = ———— 4
TP + TN + FP + FN
. TP
Precision = ®)
TP + FP
TP
Recall = (6)
TP + FN

Foscore = 20 0
Here, TP, TN, FP, and FN are explained below.
e  True Positive (TP): Truly classified attack class (positive) sample.
True Negative (TN): Truly classified normal class (negative) sample.
False Positive (FP): Falsely classified normal class sample, classified as an attack.
False Negative (FN): Falsely classified attack class sample, classified as normal activity.

4. Experiment Results

The experiment results in this study are examined in four sections, including SVM kernel function selection, comparison of
normalisation techniques, the impact of FS, and the impact of classifier optimisation.

4.1. SVM kernel function performance comparison

The kernel function comparison test showed that the RBF kernel function outperformed the others for all datasets. SVM-
RBF with default parameter values fits well with the training datasets and outperforms the other kernels for the KDDTest",
UNSW-NB15, and CICIDS2017 Wednesday testing datasets. The linear kernel achieved the best for the KDDTest 2 dataset
but did not fit the training dataset as RBF did. The results are shown in Table 4.

Table 4 Performance of the Kernel Functions of the SVM Classifier in terms of Accuracy

Kernel KDDTrain* | KDDTest* | KDDTest?! |[UNSW-NB15|UNSW-NB15 'Cr:rlgéﬁ]zzgel;'r(e\z/svt?r?g)]
Function | Training Set | Testing Set | Testing Set | Training Set | Testing Set Set
Linear 59.3% 64.3% 69.1% 78.13% 69.73% 42.44% | 42.28%
Polynomial 15.0% 22.5% 38.6% 30.89% 43.38% 63.88% | 63.87%
Sigmoid 40.9% 53.2% 55.4% 68.06% 55.06% 63.68% | 63.72%
Radial 99.9% 72.4% 47.5% 99.24% 75.69% 99.99% | 72.45%

4.2. Normalisation technique selection

This subsection discusses the impact of normalisation techniques by applying min-max, z-score, and log-scaling. However,
since CICIDS2017 contains negative values, the log-scaling was not applied to this dataset. In addition, normalisation
technique evaluation tests were performed with the entire feature set; that is, no FS prior to classification was applied for this
experiment. Moreover, the SVM-RBF classifier with default settings was used for classification. The accuracies obtained for
the original and normalised datasets are listed in Table 5.

The results showed that the normalisation of the datasets significantly improved the classification performance. The achieved
accuracies were as follows: for KDDTrain®, the accuracy was 99.5%, which was very close to 100%; it retained the model’s
performance on the original dataset. For the NSLKDD testing datasets, KDDTest* and KDDTest 2, the accuracies were
80.8% and 63.4%, respectively; normalisation increased the model performance by 7.6% on KDDTest* and 15.9% on
KDDTrain 2%, Furthermore, z-score and log-scaling normalisation methods have achieved almost the same performance for
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the UNSW-NBI5 training and testing datasets, where the model’s performance was improved by approximately 6%. When
the min-max and z-score normalisation methods were compared for the CICIDS2017 datasets, it was shown that the z-score
method outperformed the min-max. With the z-score normalisation, the accuracy was improved by approximately 26% for
the Wednesday testing dataset. In conclusion, the results showed that the normalisation of the data led to a considerable
improvement in the performance of SVM-RBF. It was also observed that log-scaling and z-score achieved similar
performance and outperformed the min-max technique for all datasets.

In addition, statistical tests were performed on the NSLKDD dataset to further understand the normalisation techniques’
impact. First, some features with high variation were randomly selected, and the minimum, maximum, mean, and standard
deviation values were calculated before and after min-max, z-score, and log-scaling. In addition, the skewness and kurtosis
values were calculated.

Table 5 Impact of Normalisation Techniques on the Performance of SVM-RBF in terms of Accuracy

Normalisation | KDDTrain* | KDDTest* | KDDTest? |UNSW-NB15|UNSW-NB15 ?:;Aazzgjg.l_(x?g;
Technique | Training Set| Testing Set | Testing Set | Training Set | Testing Set Set
- 99.9% 72.4% 47.5% 99.24% 75.69% 99.99% | 72.45%
Min-max 97.4% 74.7% 52.1% 92.92% 78.76% 97.03% 96.85%
Z-score 98.5% 76.7% 55.9% 93.63% 81.47% 98.58% | 98.48%
Log-scaling 99.5% 80.8% 63.4% 93.64% 81.55% - -
Table 6 Statistics of Normalisation Techniques Using KDDTest+ Dataset
Original Min-Max Z-Score Log-Scaling
Mean 287.14 0.030 -5.890e-18 0.322
Duration Std. Dev. 2604.51 0.136 1 1.451
- Min. Val. 0 0 -0.110 0
Feature No Max. Val. 42908 1 16.364 10.667
1 Skewness 11.88 5.34 11.88 5.34
Kurtosis 156.07 28.95 156.07 28.95
Mean 45566.74 0.153 -2.023e-20 3.230
Source Bytes Std. Dev. 5870331 0.142 1 2.982
- Min. Val. 0 0 -0.008 0
Feature No Max. Val. 1379963888 1 235.067 21.045
86 Skewness 190.66 0.31 190.66 0.31
Kurtosis 39351.93 -0.67 39351.93 -0.67
Mean 128.15 0.858 3.637e-17 4.757
Destination Std. Dev. 99.21 0.241 1 1.334
Host Count ™ in val, 0 0 -1.836 0
Feature No Max. Val. 255 1 0.734 5.545
113 Skewness -0.83 -1.73 -0.83 -1.73
Kurtosis -1.07 1.88 -1.07 1.88

When the min and max values were observed for all normalisation techniques, it was shown that min-max obtained the
smallest range, whereas the log-scaling created slightly larger ranges, but the ranges generated by the z-score varied,
depending on the level of variation in the features. The z-score transformed the datasets into a distribution where the standard
deviation is one, and log-scaling transformation obtained a dataset similar standard deviation to z-score. On the contrary,
since min-max creates values within the range [0,1], standard deviation and mean values are also in this range. Additionally,
it was observed that the z-score scaled the feature space down; however, it did not change the skewness and kurtosis values.
The results showed that min-max and log-scaling alter the distribution of the dataset, and both have transformed the datasets
with the same skewness and kurtosis values. Finally, the results in Table 6 suggest that log-scaling has led to a better
representation of the dataset for ML applications.

4.3. Impact of feature selection

In this section, the impact of the SVM-FS technique is investigated. For this reason, it was applied with the default parameters
before model construction. Then SVM-RBF with the default parameters was trained and evaluated using the ranked feature
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list obtained by SVM-FS. This experiment was conducted on the normalised NSLKDD, UNSW-NB15, and CICIDS2017
Wednesday datasets. The results of the experiments are presented in Table 7. The best-achieved accuracy for the normalised
NSLKDD test datasets was 85.8% and 74.1% using the top eight features. That is, SVM-FS removed 114 features and
improved accuracy by 5% for KDDTest* and 10.7% for KDDTest?. Furthermore, for the UNSW-NB15 dataset, 162 features
were removed, and the accuracy achieved was maintained. Finally, for the Wednesday CICIDS2017 Wednesday dataset,
SVM-FS removed 14 features. In summary, the SVM-FS technique improved the performance of the SVM classifier by
selecting the relevant features, and it reduced the number of features used for the model (reduced model complexity).

4.4. Impact of classifier optimisation on SVM’s performance

In this section, the impact of classifier optimisation on the performance of the classifier is investigated. Each classification
method has some parameters that need to be optimised for the target dataset to build the best-fitted model. Optimised
parameters of a classifier are different for each input dataset, showing that this is a dataset-specific process and time-
consuming since the parameters have a wide range of possible values for finding the one that fits well. Therefore, searching
parameter spaces for the optimal values is an important aspect of classifier optimisation. This study uses a grid search
algorithm for SVM classifier parameter optimisation. Since the radial basis function was found to be the best kernel function
for this problem domain, the gamma parameter was optimised along with the cost parameter. For computational reasons, a
limited search space was created for cost and gamma values, where 10°, 105, 104, 103, 102, 10%, 10°, 10'%, 102, 103, and 103,
102, 10%, 10°, 10, 102, 10, 104, 105, and 10 were the members of cost and gamma list, respectively. After that, SVM with
predefined cost and gamma values was run, and the accuracies were recorded. Additionally, to observe the impact of FS on
classifier optimisation, two different feature sets were used: a reduced set (top eight features) and a complete feature set of
the input dataset. The best classifier was found, and the optimised classifier was used to build the classification model. SVM-
FS was used for feature ranking. After ranking, the best k features were selected for model construction, where k is 1, 2, 3,
4, 8, 16, 32, 64, and the complete feature set.

Table 7 Performance Evaluation of the SVM-RBF with Reduced Feature Sets in terms of Accuracy

Feature | KDDTrain* | KDDTest' | KDDTest?:| UNSW-NB15 | UNSW-NB15 | CICIDS2017 (Wed)
Subset | Training Set | Testing Set | Testing Set | Training Set Testing Set | Training Set/Testing Set
Fzgfu:e 89.2% 76.3% 55.7% 90.15% 75.13% 88.22% | 88.34%
Fzgtﬂés 89.3% 75.4% 54.1% 91.70% 76.30% 89.41% | 89.48%
F-er;tﬂis 89.3% 75.4% 54.1% 92.11% 76.40% 91.42% | 91.42%
Fzgtﬂfes 89.1% 75.4% 54.1% 92.28% 76.48% 91.63% | 91.61%
FZ;ﬂrBE S| 946w 85.8% 74.1% 93.45% 81.01% 87.99% | 87.79%
FTe‘;'fU%SS 98.1% 81.8% 65.9% 93.48% 81.01% 96.19% | 95.87%
Jﬁufss 99.0% 78.2% 58.7% 93.60% 81.50% 99.83% | 99.74%
é‘;ﬁufgs 99.5% 80.7% 63.4% 93.62% 81.53% 99.88% | 99.75%
;Z?UZSS i i - - - 99.88% 99.74%
P21 99506 | B0.8% | 63.4% . : ] ]
Igfnﬁ 99.9% 72.4% 47.5% 93.64% 81.55% ] ]
gge?tulii ) - - 93.64% 81.55% - -

As mentioned, default and optimised SVM models were implemented to compare the performance of the SVM classifier and
the significance of classifier optimisation with and without feature selection. The first experiment was the SVM-RBF with
default parameter settings as the FS technique and classifier. The obtained results are presented in Table 7. Table 8 presents
the performance results of the SVM optimised with a reduced feature set. Additionally, the results for SVM optimised using
the complete feature set are shown in Table 9. Two different settings of SVM classifier optimisation were developed to
accomplish a further analysis for understanding the impact of feature selection in the classifier optimisation process. Accuracy
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was used to measure the performance of all the models. However, another performance evaluation metric was used to evaluate
the performance of the optimised SVM. Thus, Table 10 represents the performance of optimised SVM in terms of F-score.
As shown in Equation 7, the F-score performance evaluation metric uses precision and recall values to calculate the model’s
performance, which better represents a model’s performance where the benchmarking dataset is not balanced in class
distribution. The formulation for precision and recall is given in Equations 5 and 6.

The results exhibited that feature selection helps improve classification performance or reduce feature set size. For example,
the classification performance of SVM was improved by around 5% for the NSLKDD dataset, where 120 features were
removed. On the other hand, 162 features were removed for the UNSW-NB15 dataset, and the classification performance
was maintained. On the other hand, classifier optimisation also improved classification performance or reduced feature set
size. For instance, classification performance was improved for the UNSW-NB15 dataset by ~4%. Furthermore, classification
performance was improved for the CICIDS2017 dataset.

Table 8 Performance Evaluation of the SVM Optimisation with Reduced Feature Set in terms of Accuracy

Feature | KDDTrain* | KDDTest* | KDDTest?! | UNSW-NB15 | UNSW-NB15 | CICIDS2017 (Wed)
Subset | Training Set | Testing Set | Testing Set | Training Set Testing Set | Training Set Testing Set
Fzgfuie 90.02% | 78.02% | 60.15% 68.06% 55.06% 882206 | 88.34%
P2 | 95260 | BL51% | 65.68% 90.59% 75.43% 89.41% | 89.48%
Fg;’tﬂi | 9626% | 77.79% | 5813% 90.62% 76.08% 91.42% | 91.42%
Flgtﬂli | 9857% | 79.45% | 6133% 90.63% 76.10% 91.63% | 91.61%
Fz;ﬂrse | 9967% | 76.01% | 5436% 93.45% 80.98% 87.99% | 87.79%
Top 16 99.889 0 0 o 0 o .
Foonros 88% | 79.20% | 60.46% 94.14% 83.01% 96.19% | 95.87%
Top 32 0 0 0 . . . .
Fep e | 99.94% | 79420 | 60.96% 94.78% 84.52% 99.83% | 99.74%
TOP 64 0 0 0 0 0 o 0
b b 99.96% | 7852% | 59.32% 94.98% 85.25% 99.88% | 99.75%
lgt-e(e)l?uzgs ) } - - - 99.88% 99.74%
lgg’n}rzei 99.96% | 76.99% | 56.59% ] ] ) ]
I;’;’tjrii - - - 94.98% 85.30% ] ]
;—g;tjr?é - - - 94.98% 85.30% ] ]

The results showed that classifier optimisation has a notable impact on FS and classifier performance when applied to both
FS and classifier. However, optimisation achieved worse performance for the NSLKDD dataset than the default settings,
showing the importance of selecting the correct set of parameter values. On the other hand, when the results of classifier
optimisation with a complete feature set were compared with the reduced feature set, it was observed that both achieved
similar performance. However, in some cases, the use of reduced feature sets negatively affected performance, which is
plausible because the selected feature subset is not the best representation of the informative features. It should be noted that,
as shown in this study, neither default classifier nor classifier optimisation guarantees the best performance. For example,
when the default SVM used for both FS and classification (SVM-RBF, cost = 1, and gamma = 1/feature size), it outperformed
the optimised SVM (optimised using Grid-search, SVM-RBF, cost = 102 and y: 102).
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Table 9 Performance Evaluation of SVM Optimisation with All Features in terms of Accuracy
Feature | KDDTrain* | KDDTest* | KDDTest?* | UNSW-NB15 | UNSW-NB15 CICIDS2017 (Wed)
Subset | Training Set | Testing Set | Testing Set | Training Set Testing Set  |Training Set Testing Set
F-L(a)\fuie 90.02% | 78.02% | 60.15% 90.57% 75.41% 63.65% | 63.67%
FZ{;FL)JrZes 95.26% 81.51% 65.68% 92.11% 76.57% 80.78% 80.69%
FZ;FL)Jr?as 96.26% 77.79% 58.13% 92.46% 78.18% 81.94% 81.83%
FZ;FL)"L;S 98.57% 79.45% 61.33% 92.68% 78.83% 84.11% 83.92%
F:;ﬂris 99.67% | 76.01% | 54.36% 92.88% 79.12% 96.30% | 96.27%
AP0 | 90.gey | 79.20% | 60.46% 94.31% 83.98% | 99.43% | 99.36%
FTe‘;'i’ufgs 99.94% | 79.42% | 60.96% 95.03% 85.27% 99.74% | 99.66%
FTec;?u?:fs 99.96% 78.52% 59.32% 95.10% 85.31% 99.79% 99.72%
FTec;?uZSs i ) - - - 99.79% 99.72%
Top 122\ 999605 | 76.99% | 56.59% - ) ] ]
Features
Top 128 ) - - 95.10% 85.31% - -
Features
1op 194 - - - 95.10% 85.31% - -
Features

Table 10 Performance Evaluation of SVM Optimisation with All Features in terms of F-score
Feature | KDDTrain* | KDDTest* | KDDTest?! | UNSW-NB15 | UNSW-NB15 CICIDS2017 (Wed)
Subset | Training Set | Testing Set | Testing Set | Training Set Testing Set  |Training Set Testing Set
Fzgfuie 90.07% 77.68% 69.93% 89.97% 77.91% 84.89% 85.00%
Fg:tﬂri S| 9440% | 8154% | 74.84% 93.55% 81.79% 86.53% | 86.58%
P3| 963 | 79.80% | 7214% 94.16% 8296% | 88.87% | 88.84%
Fz;[ﬂés 98.20% 78.04% 69.27% 94.88% 83.84% 89.16% 89.11%
Fl—;[ﬂis 99.46% 74.59% 63.71% 95.30% 84.96% 80.29% 79.89%
Top 16 0, 0, 0, 0, 0, 0 0
Features 99.72% 73.74% 62.42% 95.84% 86.92% 94.96% 94.51%
TOD 32 0, 0, 0, 0, 0 0 0
Features 99.87% 76.31% 66.39% 96.38% 87.94% 99.77% 99.64%
TOp 64 0, 0, 0, 0, 0 0 o
Features 99.92% 73.54% 62.32% 96.45% 87.99% 99.83% 99.66%
F'I;(;E[)UZSS ) - - - - 99.83% 99.64%
Top 122 99.92% 74.18% 63.32% - - - -
Features
fop 128 - - - 96.46% 88.01% - -
Features
fop 134 - - - 96.45% 88.01% - -
Features
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Table 11 Summary of the Default and Optimised Model on Testing Datasets

Preprocessing Classifier Performance
Dataset Data Classifier Feature Optimised SVM Accuracy
- Lo - - . (Selected Feature
Normalisation Optimisation Selection Configuration Size)

. RBF Kernel 85.80%

NSLKDD Log-scaling - SVM-FS C: 1 and y: 0.008 (8/122)

. RBF Kernel 81.50%

UNSW-NB15| Log-scaling - SVM-FS C: 1 and y: 0.005 (32/194)
CICIDS2017 RBF Kernel 98.48%
Wednesday Z-Score ) SVM-FS C: 1andy: 0.013 (64/78)

Applied with .
. Optimised RBF Kernel 81.51%
NSLKDD Log-scaling Reducesdel:eature SVM-FS C: 102 and y: 10 (2/122)
Applied with L

. Optimised RBF Kernel 85.30%

UNSW-NB15| Log-scaling Reducegiereature SVM-FS C: 102 and y: 102 (64/194)
cIeIbs2017 | o Rgiile'ng?;IEre Optimised RBF Kernel 99.74%
Wednesday Set SVM-FS C: 10%and y: 10° (32/78)
. Applied with Optimised RBF Kernel 81.51%

NSLKDD | Log-scaling | o \/'keatire et | SVM-FS | C: 107 and y: 107 (2/122)

. Applied with Optimised RBF Kernel 85.27%

UNSW-NBIS| Log-scaling |\ rocrure set | SVM-ES | C: 109 and y: 107 (32/194)
CICIDS2017 Applied with Optimised Cana i 99.43%
Wednesday Z-Score Full Feature Set | SVM-FS C:10%and y: 10 (16/122)

However, the optimised configuration removed more features than the default and obtained worse performance, yet a more
accurate selection of features. On the other hand, there is a significant improvement in the performance of the default SVM
in the CICIDS2017 dataset after optimisation; that is, a 1% higher accuracy was achieved while removing 48 features.
Another critical point to emphasise is the FS problem in classifier optimisation. The results exhibited that using a predefined
set of features may not result in a better model since the selected feature subset may contain irrelevant features or may not
contain all the relevant features, as seen from the results of the NSLKDD dataset.

In conclusion, the results revealed that a detailed FS process must be performed before classifier optimisation. However, it
is known that filter FS techniques are not as accurate as embedded/wrapper techniques, and embedded/wrapper techniques
suffer from the mentioned FS problem in classifier algorithms since they are classifier-dependent FS techniques. As a result,
a potential solution would be the ensemble of filter methods prior to classifier optimisation to remove irrelevant features or
a classifier optimisation algorithm incorporating FS. Finally, a summary of the SVM configuration for all setups are given in
Table 11.

5. Conclusion

Cybersecurity is an emerging issue in information technologies, and it has become more critical with modern networking and
applications. Since Internet users continuously share their sensitive data on the Internet, it is crucial to protect these data.
ML-enabled IDSs are promising for this purpose. However, it is challenging for developers to select the appropriate
techniques for this problem domain among many possible candidates. Furthermore, developing such an ML system requires
a deep understanding of the problem and the input data. To this end, data preprocessing plays a crucial role in developing
accurate and efficient ML models. Therefore, this study aimed to analyse the impact of preprocessing techniques on the ML
algorithm to find the best-fitting techniques for intrusion detection datasets.

In this study, the SVM was used as a classifier for preprocessing impact analysis due to its outstanding performance and
simple implementation. Additionally, SVM was also used as a feature selection technique. For the evaluation of the model,
three binary intrusion detection datasets were used, namely NSL-KDD, UNSW-NB15 and CICIDS2017. First, the most
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widely used kernel functions (linear, polynomial, sigmoid, and radial basis function) were tested to find the best-fitting kernel
function of SVM for intrusion detection. This setting was then used to select the normalisation technique, where the
techniques were applied to all datasets. Next, SVM-RBF was performed on each normalised dataset, and the best-performing
normalisation technique was found. Finally, FS and classifier optimisation was performed to observe the impact of each on
intrusion detection. In summary, the contributions of this study are (1) a detailed analysis of normalisation techniques and
their impact on classifier performance, (2) the impact of classifier parameter optimisation on feature selection and
classification, and (3) important insights for developing intelligent intrusion detection systems.

It was observed that log-scaling is the best technique for normalising intrusion detection datasets due to their high variance
in features. However, when a dataset contains negative values, log-scaling is not applicable. However, the z-score can be an
alternative since it achieved a similar performance and outperformed the min-max technique. As a result, data normalisation
improves the classification performance in this problem domain. In addition, removing irrelevant features helps to build
efficient methods. In conclusion, FS and classifier optimisation improved classification performance and reduced model
complexity. However, it was observed that irrelevant features could affect the performance of optimisation algorithms that
FS in classifier optimisation must be addressed for building intelligent and efficient IDSs.

Finally, this study can be repeated with more datasets and various ML algorithms, which can be one future direction of this
study. Another future direction of this study would be the development of an algorithm that selects features within the
optimisation process. A potential solution to this problem would be the ensemble of filter methods prior to classifier
optimisation to remove irrelevant features or a classifier optimisation algorithm incorporating feature selection.
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