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DETERMINING THE MOST VITAL ARCS ON THE SHORTEST
PATH FOR FIRE TRUCKS IN TERRORIST ACTIONS THAT
WILL CAUSE FIRE

ERTUGRUL AYYILDIZ, GOKHAN OZCELIK, AND CEVRIYE TEMEL GENCER

ABSTRACT. In case of fire, the supplying of the water requirements of the fire
area is a vital issue. The water requirements must be satisfied as quickly as
possible without encountering any obstacles. In the study, once a terrorist
attack which will cause fire at certain area (node) is occurred, the situation in
which the terrorists want to prevent the fire trucks’ transportation to this area
via the shortest path is considered. The main logic of the study is determining
the risky arc(s) that will interdict and presenting a relatively safety paths for
the fire trucks. Terrorists wants to maximize the shortest path of fire trucks
depending on limited interdiction budget. In this context, the problem is
considered within the framework of the Network Interdiction Problem (NIP),
where there are two opposite sides as leader (terrorist) and follower (fire truck).
As a result, the bi-level model of the problem is presented first, and the model
is applied on a numerical explanatory example.

1. INTRODUCTION

Terrorism is one of the biggest problems in many countries. The governments
must be take necessary precautions against any terrorist attack. In this study, a
terror action which causes any fire and hardens the aid process for quenching is
considered as a Network Interdiction problem (NIP) of which the main logic is
based on game theory.

NIPs consist of two player, called as a leader and a follower, who have opposing
objectives. The follower uses a network in order to optimize some objective func-
tions such as moving a supply convoy through the network as quickly as possible or
maximizing the amount of material transported through the network. The leader
wants to restrict the follower’s achievable objective values by interdicting arcs or
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nodes, for example, by attacking arcs or nodes to destroy them, to slow travel over
arcs or to reduce arcs’ or nodes’ capacity .

In the literature, the first studies related to the network interdiction are usually
carried out for determining the most important component(s) which are node(s) and
arc(s). Wollmer [2] and Lubore & Scilia [3] studied to identify the most important
arc(s) on the network. Wollmer , Ratliff et al. , Malik et al. @, Ball et
al. , Lin & Chern (8] and Jiang & Hu ﬂgﬂ aimed to find the most important
arc(s) on the network in their work. In fact, almost all studies prior to R Kevin
Wood are specific to the application and are not extendable to more general
contexts. Wood developed a min-max formulation of maximum flow network
interdiction problem (MFNIP) and then converted it to an integer-programming
model. Therefore, he has led to many studies since then.

NIP is well studied in many scopes, namely maximizing the shortest path or min-
imizing the maximum flow on a network; nuclear smuggling interdiction; national
defense; facility or sensor locations etc (see [4}[10H21]).

Generally, the studies is related to the NIP can be grouped into two main head-
ings as Shortest Path NIP and Maximum Flow NIP. These studies are shown in
Table 1.

TABLE 1. The studies related to the Maximum Network Flow NIP
and the Shortest Path NIP

Studies related to the Maximum Network Flow NIP Studies related to the Shortest Path NIP

(1977)Fulkerson and Harding

*
(1964)Wollmer 1982(13781)(;01(13“1).1 TG
(1970)McMasters and Mustin ( (;Qg)g)%yalﬁnet a]a\
(1993)R.Kevin Wood | (1989)Malik et al.
(1995)Chern and Lin [23] (1999)Wevley A1)
(1995)Washburn and Woo 4 y

(2002)Israeli and Wood [1]

(2006)Khachiyan et al. *
(2008)Khachiyan et al. [43]
(2008)Bayrak and Bailey [44]

(1998)Cormican et al. [11]
(2001)Bingol [25]
(2003)Burch et al.

(2007)Royset and Wood [27] ¥
(2007)Smith and Lim [i4] (2010)Ramirez-Marquez and Rocco
(2009)Rocco and Ramirez-Marquez [28] . (2011)Yates and Lakshmanan [46]
(2010)Altner et al. |29 ’ (2011)Cappanera and Scaparra [47]
(2010)Zenklusen [20] (2013)Yates and Sanjeevi
(2011)Akgiin et al. \ i (2014)Yates et al. [49)
(Zolz)ALunday and ShCI‘(’.LlIA 130 (2014)Yates and Chen *
(2013)Rad and Kakhki [31] (2014)Xiao et al. [51]
(2013)Shirdel - .
A X — (2015)Borrero et al. [52]
(2014)Sullivan and ColeSmith 2016)S d Sh *
(2015)Branch (2016)Song an en 53]

(2015)Janjarassuk and Nakrachata-Amon
(2017)Afshari Rad and Kakhki [36]
(2017)Naoum-Sawaya and Ghaddar |

(2016)Lozano and Smith
(2017)Sadeghi et al. [58]

*Some remarkable studies related to the Shortest Path NIP that consider the budget constraint.

Fulkerson & Harding studied maximizing the shortest single source-sink path
under a given budget constraint, with a linear cost function. Corley & David
modeled traditional shortest path problem in which there are two opposite sides
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as one interdictor and as one system operator. They tried to find the most im-
portant arc on the network with the help of algorithm they developed. Israeli &
Wood [1] developed a bi-level mathematical model for the shortest path NIP. They
formulated this model as a single-level mixed integer programming that could be
directly solved. They also achieved more effective results by using two different
decomposition methods. Song & Shen [53] considered the stochastic shortest path
NIP. They studied the problem in which the interdictor tries to minimize the inter-
diction cost and the follower tries to use shortest path under uncertain arc lengths
between certain two nodes.

In the handled problem, terrorists interdict some arc(s) (links or ways) depending
on the amount of resources in order to make it difficult for fire trucks to reach this
region from the shortest path after they attack at a certain area in a way that
will cause fire. The sides engage in a two-step and sequential game process: the
leader (terrorist) initially interdicts arc(s) to maximize the follower’s (fire trucks’)
shortest path depending on his budget or resources, later; the follower try to find
the shortest path using the uninterdicted arcs. In this game, it is assumed that
the sides have sufficient information about each other. It is clear that the leader’s
main goal is to try to explicitly maximize the shortest path (achieved by follower)
by interdicting the arc(s) (deleting/destroying the link(s) between the nodes).

The main goal of the study is to obtain the information of the interdicted arc(s)
on the shortest path using the model’s output. This information ensures to de-
termine the risky arcs. It is clear that the interdicted arcs are on the shortest
paths and terrorists tend to interdict these arcs. It is expected that if at least one
arc is interdicted on a path, this path is called risky path. Hence, the interdicted
arcs should not be included in the path while the paths that go to crime scene are
determined.

The rest of the study is organized as follows. In the next section, the bi-level
model for the problem is presented. In Section 3, an explanatory numerical example
is carried out. Finally, the study is concluded in Section 4.

2. METHODOLOGY

In the present study, the shortest path NIP’s model that was introduced by
Israeli [59] is followed. The model is solved with the GAMS 23.5.1 (CPLEX solver)
software with the help of benders decomposition technique. The mathematical
model in which fire trucks are deterred from using of interdicted arc by increasing
the effect (distance or time) of the arc when the terrorists interdict an arc is defined
on the G = (N, A) network consisting of node set “N” and arc set “A” Israeli [59) :
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Indices: 1 € N, nodes in G

ke A, arcsin G

ke FS(i), k € RS(i), arc directed out of (into) node i
Data: 0 < ¢ < 00, nominal integer length of arc &k

0 < dp < oo, added integer delay if arc k is interdicted

r,vector of available interdiction resources

R, matrix of interdiction-to-resource conversion
Variables: xzp, = 1 if arc k is interdicted by interdictor; else x; = 0

yr = 1 if arc k is traversed by leader; else y; = 0

Formulation: maxmin (ck + zrdy) Yk
zeX vy
kEA
1, 1=8
s.t. Z Yk — Z ye =4 0, 1eN—s—1
kEFS(3) keRS(i) -1, 1=t

yr > 0, for any k € A
where X = {x € {0, l}lA‘ tre < R}

(a) Node s and node t are source and terminal nodes, respectively.

(b) F'S(3) is set of arcs that come out from node 4, RS(4) is set of arcs that enter
node 1.

(c) Flow-balance constraints in variables y route one unit of flow from s to ¢, the
inner minimization is a standard shortest-path model with arc lengths cx + zrdy.

(d) ¢ is nominal length of arc k and if arc k is interdicted, ¢y + dj, states of the
arc’s length; dy, is finite and may affect the solution of problem. (In this study, the
all solutions are obtained considering “d = 200”) (dy, is penalty).

(e) rx < R, is side constraint related to the interdiction resources, so, X repre-
sents a set of appropriate interdiction plans. (We assumed X is not null set.) The
terrorists have limited budget resources and each arc’s interdiction cost is different.

(f) All data is assumed integral dj, ¢, > Ofor any k € A.

3. APPLICATION

In this section, an explanatory example is carried out on a sample network con-
sisting of 10 nodes and 26 arcs. Node k; represents fire station, node kqg represents
the location where the fire is started by terrorists. In the network, the routes that
can be traveled between the nodes are shown with arrows. The transportation is
impossible provided there is no arrow between two nodes. Also, the arcs are com-
pletely identical to each other. Therefore, the traveled time on the arc also increases
as the arc’s length increases.The considered network is shown in Figure 1.

After the terrorists start the fire in k1o location, they will attempt to maxi-
mize the time of arrival to fire location (fire trucks’s shortest path) of fire trucks
depending on the interdiction budget. It is assumed that terrorists can destroy
arc(s) to achieve this goal. The interdiction costs of arcs are shown in Table 2.
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¥26-34

FIGURE 1. The considered network G(10,26)

The interdiction plans are obtained for each interdiction budget levels of the terror-
ists considering these costs. For a better understanding of the interdiction plans,
interdiction plans are examined for a few budget levels in the next section.

TABLE 2. The interdiction costs of the arcs

Arcs | Interdiction Cost (r) | Arcs | Interdiction Cost (r)
yl 4 y14 12
Y2 5 Y15 4
Y3 7 Y16 7
Ya 11 Y17 9
Ys 12 Y18 4
Yo 4 Y19 6
Y7 5 Y20 3
Ys 6 Y21 3
Yo 3 Y22 7
Y10 3 Y23 7
Y11 3 Y24 4
Y12 2 Y25 2
Y13 8 Y26 4
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4. Di1scussioN CONCLUSION

The model is solved to understand which arc(s) may be interdicted by terrorist
who firstly starts a fire at the kjglocation, later wants to interdict the arc(s) on path
of the fire trucks that take the road from kjlocation. The different interdiction plans
(R =15,R = 20, R = 25 and R = 29) for different interdiction budget scenarios
are shown in Table 3.

TABLE 3. The different interdiction budget scenarios

Interdiction budget level (R) 15 20
Interdicted arc(s) Y5, Y10 Y1, Y10, Y11, Y21
Selected path Y1 = Y16 — Y19 | Y4 — Y22 — Y20
Objective function value (OFV) 22 23
Interdiction budget level (R) 25 29
Interdicted arc(s) Y14, Y19, Y20, Y21 | Y1, Y14, Y19, Y20, Y21
Selected path Y1 — Y18 Y25
Objective function value (OFV) 33 37

Moreover, the interdiction plans are obtained for each interdiction level (R € ZT)
Firstly, starting from R = 1, the interdiction budget (R) is increased gradually (see
Table 4). Should the optimal solution is an abnormally large number, there exists
no optimal solution satisfying the follower’s goal, and the objective value takes
a big value according to the delay (penalty (d)). Namely, the fire trucks cannot
arrive to the crime scene since all possible paths between ki and kig are closed by
interdicting vital arc(s) on these paths. For this reason, the analysis is done up to
(R < 29) (see Table 4-Figure 2).

TABLE 4. All interdiction solution

OFV | R |OFV | R |OFV | R | OFV
21 9 22 17| 22 25 33
21 10 22 18 23 26 33
21 11 22 19 23 27| 33
21 12 22 20 23 28 37
21 13 22 21 24 29 37
21 14| 22 22 27
21 15 22 23 27
22 16 22 24| 33

o N U w N =T

According to the results, the same objective function values are obtained for
different interdiction budgets. (For example, R = 8 and R = 17) this situation is
caused by discrete or binary interdiction variables (0 or 1). In this situation, it is
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FI1GURE 2. The graph of the objective function value - Interdiction
budget levels

not reasonable to use more budget to obtain the same objective function value or
to damage the follower at same proportion.

In this study, an approach, guiding for fire trucks in terrorist actions that cause
fire, is presented to determine the risky arcs on the shortest path between the fire
station and the fire location. For this purpose, the shortest path NIP’s model
that was proposed by Israeli [59] is followed. The model is solved using benders
decomposition algorithm for a sample network consisting of 10 nodes and 26 arcs
since it is bi-level. In the analysis, different interdiction plans are obtained for
different budget levels. In this context, it is tried to understand which paths are
more important or risky considering the interdicted arc(s). It is clear that the
terrorists tend to interdict the arcs that are on the shortest path. Therefore, the
authorities should determine risky arcs on the paths for the fire trucks or relief
cars in a terror action. For this reason, it can be said that this study can help the
authorities determine their security budgeting and security strategies in order to
increase security level of cities.
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