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Abstract

Twitter, the most popular microblog, contains a large variety of users as a result of its huge popularity. Twitter
manually verifies the accounts which are deemed worthy of public interest. As a natural consequence of being
verified, users trust these verified accounts since they represent legitimate users, and are managed by authorized
users. To the best of our knowledge, Twitter has never revealed the requirements of being verified. In this study,
in order to shed light on the characteristics of verified Twitter users, a software, which is based on Python
programming language that utilizes a recent dataset, which consists of 297,798 verified Twitter users, was
implemented within the scope of this study. The characteristics of verified Twitter users such as being public, and
having a customized profile were revealed as a result of the analysis of the utilized dataset.
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Dogrulanms Twitter Hesaplarimin Karakteristiklerinin Analizi
Oz

En popiiler mikroblog olan Twitter, sahip oldugu devasa popiileritenin sonucu olarak ¢ok gesitli kullanicr kitlesine
sahiptir. Twitter kamu yararina olacagi inanilan hesaplari elle dogrulamaktadir. Dogrulanmanin dogal bir sonucu
olarak kullanicilar, bu hesaplarin mesru kullanicilart temsil etmesinden ve yetkili kullanicilar tarafindan
yonetilmesinden dolayr bu hesaplara giiven duymaktadir. Elde ettigimiz en iyi verilere gore, Twitter
dogrulanmanin gereksinimlerini higbir zaman agiklamamigtir. Bu c¢alismada, dogrulanmis kullanicilarin
karakteristiklerine 1s1ik tutmak amaciyla bu calisma kapsaminda Python programlam dili tabanli 297.798
dogrulanmig Twitter kullanicisi iceren gincel bir verisetini kullanan bir yazilim gelistirilmistir. Bu veriseti
iizerinde yapilan analizler sonucunda dogrulanmis kullanicilarin kamuya agik olma, kisisellestirilmis bir profile
sahip olma gibi ortak karakteristikleri agiga ¢ikartilmistir.

Anahtar Kelimeler: Twitter, mikroblog, sosyal medya analizi, dogrulanmis kullanicilar, dogrulama

1. Introduction

Twitter is the most popular microblog that provides users to post status messages (which are called
tweets) up to 280 characters regarding anything they want to share from personal feelings to critical
official announcements. Twitter recently revealed that, as of the first quarter of 2019, Twitter has 330
million monthly active users [1]. Another recent official report indicates that users watch 2 billion videos
on Twitter per day [2] despite watching videos is the third reason for people to use Twitter after news
and photos. According to another report, 500 million tweets are sent each day which means 5.787 tweets
are sent per second [3]. As a natural consequence of this popularity, Twitter’s audience includes but not
limited to regular users, celebrities, company representatives, newsagents, politicians, government
agencies, and even country presidents [4]-[6]. Twitter verifies accounts such as newsagents,
organizations, and public figures [7] which (1) attract the attention of public interest [8], and (2) whose
identities are manually authenticated [9]. Twitter has never explained the requirements of being verified.
In order to shed light on the characteristics of verified Twitter users, we have implemented software
based on Python programming language that utilizes a recent dataset which consists of 297,798 verified
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Twitter users. According to the analysis of this dataset, the characteristics of verified Twitter users were
revealed.

2. Material and Method

Each Twitter account is identified by a unique username which is basically textual information that is
used to mention other users while posting tweets. In addition to that, Twitter automatically assigns a
unique numeric identifier (a.k.a. id field) called “id”. Apart from that, all other information regarding
users is optional. Twitter verifies an account when this account represents an official or public property,
which could be a person or an organization as well. It is reported that there are a large number of
fake/spam accounts [10], [11] despite the serious actions that have already been proposed by Twitter
[12]. These fake/spam accounts try to look like official accounts thanks to them misleading their profiles
by using the same profile and background picture, same description, and even the same name with the
regarding official accounts. When this fact is considered, verifying accounts is a useful practice that lets
Twitter users (1) trust that a legitimate source is authoring their tweets [13], and (2) securely contact
these verified accounts for whatever reason which could be an information retrieval or conveying their
messages, etc. Verified users are identified by a blue “tick” badge alongside their usernames which are
available on both the profile page and every user interface that the verified account’s tweets are
presented as an example of verified Twitter users, Twitter’s own profile, is presented in Figure 1. To the
best of our knowledge, there is no definition of the requirements of being verified by Twitter. To this
end, in order to have a clear idea about the characteristics of verified users, we have utilized an up-to-
date Twitter dataset [14] which consists of 297,798 verified Twitter users.

ooo CFO“OW )

Twitter &

@Twitter
What's happening?!

© Everywhere (& about.twitter.com @ Born on 21 March
Joined February 2007

103 Following 56.7M Followers
Figure 1 An example of verified Twitter users, Twitter’s own profile

Each information that is publicly available on Twitter clients (i.e. web user interface, mobile app, etc.)
can be retrieved through the API provided by Twitter [15]. The dataset, which was used within this
study, was also constructed thanks to this API, and it contains the features listed in Table 1 for each
user. According to the latest documentation of Twitter API [15], the features contributors_enabled,
follow_request_sent, geo_enabled, has_extended_profile, is_translation_enabled, is_translator,
notifications, and profile_use_background_image are deprecated, hence they will be returned null when
queried.
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Table 1 The features available in the utilized dataset regarding each user

Feature Description
A flag to indicate that the user has an account with “contributor
contributors enabled mode” enabled that allows for tweets issued by the user to be
- coauthored by another account [16]. A deprecated feature that
will always be null.
default profile A flag that indicates whether or not the user has altered the
P theme or background of his/her user profile.
- A flag that indicates whether or not the user has uploaded his/her
default_profile_image o
profile image.
. The description (a.k.a. biography) information of the user which
description S :
is issued by himself/herself.
favourites_count The number of tweets that were favorited by the user.
Indicates a follow request has sent to the user when the
follow_request_sent friendships are queried. A deprecated feature that will always be
null.
followers_count The number of users that follows the user.
. Queries the user follows the other one. A deprecated feature that
following -
will always be null.
friends_count The number of users that the user is following (a.k.a. followings)
Indicates whether or not the user enabled geographic data
geo_enabled attachment while posting tweets. A deprecated feature that will
always be null.
has_extended_profile A deprecated feature that will always be null.
is_translation_enabled A deprecated feature that will always be null.
A flag that indicates the user is a participant in Twitter’s
is_translator translator community [16]. A deprecated feature that will always
be null.
listed_count The number of public lists that the user is a member of.
notifications A deprecated feature that will always be null.
A flag that indicates whether or not the user uses a background
profile_use _background_image image in his/her profile instead of the default blank one. A
deprecated feature that will always be null.
A flag that indicates whether or not the user has chosen to
protected .
protect his/her tweets.
statuses_count The number of tweets sent by the user.
url The website URL of the user.

Each of the features listed in Table 1 was investigated in order to have a clear idea about the
characteristics of verified Twitter users. To this end, a software was implemented using Python
programming language, which is responsible for (1) loading the data from the dataset, which is stored
as an ndjson (Newline Delimited JSON) file, (2) creating a dataframe object from the loaded data thanks
to the Pandas library [17], (3) calculating the insight regarding each feature as a result of analysis of the
available data, and (4) draw charts using matplotlib library [18] in order to visually represent the
experimental result.

The type of analysis of the features depends on the data type of the feature. If the feature is numerical,
the minimum, maximum, and mean values were calculated. If the feature is categorical, the choices
(which were binary in our case) of users were revealed. The textual features namely url, and description
were converted to categorical through their existences for each user. Hence, the feature has_url indicates
whether or not the website of the user is defined on his/her profile. In a similar fashion, the feature
has_desc indicates whether or not the description of the user is defined in his/her profile. The analyzed
features and their data types are listed in Table 2.
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Feature Data Type
default_profile Categorical
default_profile_image Categorical
has_desc Categorical
favourites_count Numerical
followers_count Numerical
friends_count Numerical
listed_count Numerical
protected Categorical
statuses_count Numerical
has_url Categorical

The dataset which was utilized within the proposed study contains both of tweets and the users who

posted these tweets. A sample user data from this dataset is listed in Table 3.

Table 3 A sample user data from the utilized dataset

contributors_enabled

Property Value
default_profile false
default_profile_image false
favourites_count 89,665
followers_count 18,544
friends_count 2,496
listed_count 112
protected false
statuses_count 462,764
geo_enabled true
url null
verified false
profile_use_background_image true
lang null
notifications false
false

3. Results and Discussion

When the numerical features were analyzed, the characteristics listed in Table 4 were obtained. Verified
accounts tend to have a high followers_count + friends_count ratio which is also used to calculate

reputations [19] and legitimation of Twitter users [20].

Table 4 The characteristics of verified Twitter users in terms of numerical features

Feature Minimum Maximum Average
favourites_count 0 1,922,026 4,764
followers_count 1 109,581,520 122,921

friends_count 0 4,553,626 2,302
listed_count 0 3,227,621 541
statuses_count 0 23,034,977 15,538
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When the categorical features were analyzed, the following conclusions were drawn as the experimental
result is visually presented in Figure 2:

o Verified accounts tend to have website information defined on their profiles which is reasonable
as they represent public properties such as presidents, governments, companies, etc.

o Verified accounts tend to be public which is reasonable as (1) they represent public properties,
and (2) they aim to reach as many people as possible.

o Verified accounts tend to use their own background image in their profiles as a replacement to
the blank default one.

o Verified accounts tend to customize their profile (i.e. profile picture, theme, etc.) as it is
necessary for them to describe themselves well.

o Verified accounts tend to have a description as it is necessary for them to describe themselves
well (i.e. what is the aim of this profile, etc.).

e According to the experimental result regarding the numerical features, verified accounts tend to
have much higher number of followers compared to the number of friends. Similarly, they tend
to be listed in the lists that are created by others users in order to ease keep tracking.

100.00%
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99.55% 0.45%
2 protected
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*g 21.37% 78.63%
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iz prfle.use_background_imag ]
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Figure 2 The characteristics of verified Twitter users in terms of categorical features

4. Conclusion

Twitter has a wide range of users, which vary from regular users to even country presidents. Users have
the freedom of choosing their username (if it has not been used by someone else before as it should be
unique), name, profile and background pictures, as well as defining website information and a brief
description. As a natural consequence of this design, parody accounts whose aim is to look like the real
(legitimate) accounts for their malicious targets. To this end, Twitter provided a “verification”
mechanism to remark the accounts that address the public such as celebrities, organizations, and
politicians. But Twitter has never revealed the requirements of this verification mechanism. In order to
shed light on the characteristics of these verified accounts, a recent dataset, which consists of 297,798
verified Twitter users, was analyzed thanks to the implemented Python software. According to this
analysis, the insights of verified users were revealed in this study. Our analysis showed that verified
users have many common features. Verification is an indication of trustworthiness. People adopt the
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views of people they trust more easily. From this point of view, verified Twitter users are also likely to
be influential people.
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