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Abstract 

Crime, terrorism, and other illegal activities are increasingly taking place in cyberspace. Crime in the dark web is one 

of the most critical challenges confronting governments around the world. Dark web makes it difficult to detect 

criminals and track activities, as it provides anonymity due to special tools such as TOR. Therefore, it has evolved into 

a platform that includes many illegal activities such as pornography, weapon trafficking, drug trafficking, fake 

documents, and more specially terrorism as in the context of this paper. Dark web studies are critical for designing 

successful counter-terrorism strategies. The aim of this research is to conduct a critical analysis of the literature and to 

demonstrate research efforts in dark web studies related to terrorism. According to result of the study, the scientific 

studies related to terrorism activities have been minimally conducted and the scientific methods used in detecting and 

combating them in dark web should be varied. Advanced artificial intelligence, image processing and classification by 

using machine learning, natural language processing methods, hash value analysis, and sock puppet techniques can be 

used to detect and predict terrorist incidents on the dark web. 

Keywords: terrorism, cyberspace, dark web, deep web, anonymity 

1. Introduction 

In the twenty-first century, governments face a new security threats that has evolved as a result of 

globalization and the ever-accelerating pace of technological breakthroughs [1]. As technological advances 

intensify, abuse has also increased especially in cyberspace and traditional terrorist groups are increasingly 

expanding their activities into the cyberspace [2], [3]. The combination of cyberspace and terrorism has also 

revealed the concept of cyber terrorism. Following the 9/11 attacks, cyber terrorism became a prominent 

topic in security and terrorism discussions [4].  

The increase of cyber terrorism reflects the Internet's rising popularity, the substantial number of malicious 

activities, and the development of sophisticated and high-tech dependent tools.Understanding the 

characteristics of Internet is the important step in dealing with the cyber terrorism. The internet has three 

different layers called surface web, deep web and dark web [5].  

The Surface Web, called as a visible, indexable Web is a tier of the internet that is readily available to the 

general public [6]. Presently, there are roughly 4.66 billion Internet users and 5,54 billion indexed pages 

around the world [7], [8].  Since the late 1990s, terrorists have been active in the surface web and use various 

social media platforms such as YouTube, Twitter to communicate, recruit and propagate [9]. The surface 

web poses danger for terrorists due to easily followed; hence, terrorists have shifted their illegal activities 

to the deeper layer of the Internet, deep and dark web. 

The deep web is a part of the internet that can't be reached by conventional search engines; it can only be 

searched through specific keywords and queries, and it is protected by safety precautions involving 

membership records, login IDs, passwords, and codes [10]. According to Bergman (2001), the most cited 

mailto:kseckin@ybu.edu.tr


Sakarya University Journal of Computer and Information Sciences 

Sonmez et all. 

 

 

 

2 

 

researcher on the scale of the deep web, the deep web is 4,000-5,000 times larger than the surface web. The 

term "Dark Web" refers to a part of the deep web that is purposefully concealed and accessible only through 

specific software [11]. The best known special tool for accessing and surfing on the dark web is Onion 

Router (TOR) [12]. TOR is a free tool that uses the onion routing technique to provide anonymity [13]. It 

was originally developed to protect the classified data of the US Naval Research Laboratory, but it has since 

grown into an encryption tool for hiding users' activities and IP addresses [14]. Criminals come together on 

dark web platforms to perform illegal activities [15]. Pornography, gun trafficking, illegal drug trade, fake 

documents and counterfeit currency, and terrorism cover 57% of the dark web crime [16]. 

Terrorist activities can be carried out directly over the dark web, at the same time, the other dark web crimes 

can also aid in the spread of terrorism. Terrorist groups also widely conduct illegal actions such as weapons 

trade, drug trafficking, human smuggling, money laundering, to provide resources and finance for their 

organizations. Thus, other dark web crimes also become an element of terrorism [17]. Dark web terrorism 

is a worldwide problem that requires multilateral effort at the national, regional and global levels [18]. The 

researchers and law enforcement has tended to focus upon the variety of illicit activities in the dark web to 

examine and determine the necessary precautions. It is vital to consider existing research specifically related 

to the dark web terrorism in order to address how cyber environments are used for terrorist acts. The aim of 

this paper is to critically review current studies as well as to summarize research efforts in the dark web in 

the scope of terrorism. 

The rest of the paper structured as follows: The next section discusses the dark web in pertaining to 

terrorism. Evaluating and justifying the methodological choices are explained in Section 3. Results and 

discussions are presented in section 4 and finally, there is the conclusion part in section 5. 

2. Terrorism and the Dark Web 

Terrorism is typically described as violence that is designed to cause fear, is carried out for political, 

religious, or ideological purposes, intentionally ignore the protection of civilians. However, it does not have 

a generally accepted legal definition in the international area [19].   

Terrorism damages stability and peace, creates violence in society and directly endangers the lives of people 

[20]. Due to terrorist attacks, the millions of innocent people are harmed, animals are also killed and millions 

of things are destroyed. The total number of deaths caused by terrorism between 2006 and 2019 is presented 

in Figure 1. The highest number of deaths was observed in 2014 and 2018. Additionally, it is noteworthy 

that the number of deaths has fluctuated in recent years. 
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Figure 1 The total number of deaths caused by terrorism worldwide [21] 

Moreover, terrorist incidents pose a serious threat to economic growth by damaging investment, tourism 

and consumption [22]. Targeting visitors and travel destinations, terrorism activities are one of the important 

factors that negatively affect the economy. The fear and anxiety created by terrorist attacks that harm public 

spaces and civilian population in particular lead to the loss of tourists, which is an important source of 

employment and currency in the economy [23]. The rates of foreign direct investment and portfolio 

investment have a very important share in economic development. However, companies and investors invest 

in countries where prosperity and security are developed, rather than in regions with high terrorism risk 

[24]. 

 

Figure 2 Global economic costs of terrorism 2000-2019 [19] 

According to the Figure 2, terrorism cost totaled $ 901.6 billion between 2000 and 2019. The highest 

economic costs, at 115.8 billion dollars, were recorded in 2014. It has been observed that the cost of 

terrorism has decreased since 2014. The September 11, 2001 attacks is one of the most damaging terrorist 

incidents to the economy with $ 40.6 billion. The second most costly terrorist attack, the Sinjar massacre, 
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which resulted in the deaths of 104 members of the Yazidi community in Iraq by Islamic State groups in 

2014, caused 104 million losses [22], [25]. 

Terrorist groups are global threats to the defense, infrastructure, and people of countries and communities 

around the world [26]. The most deadly terrorist groups in 2019 were the Taliban, Boko Haram, ISIL, and 

Al-Shabaab. They were responsible for 7.578 terrorism-related deaths in 2019, accounting for 55% of all 

terrorism-related deaths based on historical record [27].  

Having no accepted universally definition [28], cybercrime is crimes that involve the use of a computer and 

hardware devices or network systems to inflict the vulnerable targets [29]. The computer or device can be 

the target as a perpetrator or facilitator, as well as the crime can be committed in other non-virtual places. 

Therefore, cybercrime can be classified into two different types. The first type of cybercrime is usually 

singular incidents from the perspective of the victim and it is more technical nature. It occurs when criminal 

software programs such as viruses, trojans, etc., infiltrate the user's computer through security 

vulnerabilities. The second type of cybercrime, on the other hand, usually involves repeated contacts or 

events from the user's point of view, and is often facilitated by programs that do not fit into the crimeware 

classification, such as instant messaging. Cyberstalking and harassment, child predation, extortion, 

blackmail, stock market manipulation, intricate corporate espionage, and planning or carrying out terrorist 

actions online are all examples of the second type of cybercrime [30]. As seen in Table 1, there are various 

types of cybercrime. In this study, cyberterrorism will be examined in detail. 

Table 1 The characteristics of cyber crimes [30] 

Cybercrimes Type Software 

Phishing I Mail Client 

Identity Theft I Keylogger, Trojan 

Cyberstalking II Email Client, Messenger Clients 

DDoS I Bots 

Cyberterrorism (communication) II Steganography, Encryption, Chat 

Software 

Cyber terrorism was primarily defined as a planned attack on data and computer systems by terrorists. All 

kinds of terrorist activities that use Internet as a tool are covered in the concept of cyber terrorism [31]. 

Phishing, identity theft, cyber stalking, DDoS, cyberterrorism (communication) have been successfully 

committed through the Internet and also substantially affected with each other. 

The globalization and modern technology have strengthened the presence of terrorists in cyberspace as well 

as physical environments [32]. In the 1990s, terrorists were used Internet for only cyber attacks in order to 

damage critical infrastructures. Subsequently, their purpose changed with the 9/11 attacks and they use the 

Internet mainly for propaganda, data mining, operations coordination, recruiting and fundraising [33]. 

Indeed, the perpetrators of the 9/11 attacks frequently contacted al-Qaeda leaders over the Internet to plan 

their attacks [34], [35]. 

On the surface web, counterterrorism teams can detect terrorist activities or remove extremist contents. 

These interventions have led terrorist groups to escape repression and move towards more anonymous 

environments that are difficult to monitor and identify [5].  Beatrice Berton from the European Union 

Security Institute stated that ISIS tend to employ new safe online environments due to government 

interventions on jihadists' extremist content on the Internet [14]. 
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The anonymity provided by the dark web enables encryption for communication, additionally, 

cryptocurrencies provide privacy in the financial environment for terrorist activities [17]. Donors secretly 

fund terrorist group [36] and terrorists collect donations by taking advantage of the anonymity of 

cryptocurrencies on the dark web [37].   

There is a lot of evidence that terrorists operate on the dark web. The French Interior Minister Bernard 

Cazeneuve stated that the terrorist organizations responsible for terrorist attacks in Europe through 

communicate using dark web (Weimann, 2015). The research conducted by The Institute for National 

Security Studies (INSS) (2013), Al-Qaeda is also one of the terrorist groups communicating over the dark 

web. In 2015, after the closure of many websites of ISIS in the Operation Paris (OpParis), the information 

required for the transition to the Dark Web was published in the Al-Hayat Media Center (ISIS media) and 

ISIS officially proclaimed that it would continue its activities on the dark web [5].  Terrorists publish the 

books and manuals about the use of the dark web and TOR for their supporters [39], [40]. In addition to 

establishing connections, ISIS members are also using dark web marketplaces to obtain fake IDs and 

passports as legal regulations increase in border controls [14]. Terrorist organizations such as Aum 

Shinrikyo and Al-Qaeda are experimenting with various methods for access to adequate and efficient 

resources, equipment, and qualified experts in order to produce chemical, biological, radiological, and 

nuclear (CBRN) weapons [41]. In order to acquire CBRN weapons, terrorists utilize the Dark Web as a 

source. They purchase materials of these weapons from the darknet markets and they recruit chemists or 

other staff knowledgeable about CBRN weapons production [42].  Even more terrifying, there is strong 

evidence that the weapons used in the 2015 Paris attacks and 2016 Munich attack were supplied from the 

dark web [43], [44].  

Terrorism in cyberspace is an important issue that needs to be investigated and prevented, as it is cheaper, 

more anonymous, more universal, and more effective than "offline" terror. Throughout one computer and 

necessary software, terrorist ideas and propaganda can easily be transported across borders, more supporters 

can be found, and then innocent people is affected due to terrorist acts in the dark web [45]. Therefore, to 

mitigate these wide-ranging effects, national and international efforts should be stepped up to tackle 

terrorism in the cyber environment. 

3. Research Methodology 

The study aims to observe research efforts, detect the methodological gaps and gain further research 

opportunity of the dark web studies under the terrorism concept.  

Our research questions (RQs) are; 

RQ1: What is the main focus of the researchers?  

RQ2: What types of data source are used to uncover criminals on the Dark Web? 

RQ3: What systematic methods are implemented for detecting dark web crimes?  
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Figure 3 The flow diagram for the database search of publications for literature review 

To address the research questions, a critical literature review method are applied to dark web studies within 

the scope of terrorism. A critical literature review is the assessment and overview of the ideas and 

information in manuscripts. There are two main points in critical review. The first is to scan the relevant 

literature efficiently and the second is to evaluate the information in the documents. Moreover, the content 

and different components of the text are analyzed. These components can define method that has boundaries 

such as the main theme of the text, data source, discussions made by the author and so on.  

The flow diagram for the database search for publications is given in Figure 3. Web of science was chosen 

as the database since it is the world’s most trusted publisher-independent global citation database. It is also 

a comprehensive platform with over 171 million records and 1.9 billion cited reference[46]. To collect data 

for the review articles, the most relevant keywords were selected. The search keywords were (("dark web" 
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OR "TOR" OR "anonymous network" OR "darknet") AND ("terrorism" OR "terrorist groups" OR "terrorist 

organization" OR "terrorist" OR "ISIL" OR "ISIS" OR "Daesh" OR "The Islamic State of Iraq and the 

Levant" OR "Al-Qaeda" OR "Boko Haram" OR "Taliban" OR "jihad" OR "jihadist" OR "cyberterrorism" 

OR "international security" OR "international terrorism")). 

There were some searching criteria. There is no date and category limitation and only articles were selected 

as the document type, and only English was chosen as the studies’ language as seen in Figure 3. As a result 

of searching, 23 studies were reached, but since three studies were found to be irrelevant to the topic, 20 

studies were examined finally.  

4. Result and Discussion 

Determining the purposes of dark web studies under terrorism concept can be a clue for identifying emerging 

dark web threats and the focal points of acts. The foci, methods and data sources used to detect terrorist 

activities in the dark web studies will provide guide book to researchers with an overview of the latest 

methodologies used in combating dark web terrorism. The findings of the study are categorized in three 

different tables based on research design. Table 2 shows the detail of studies using quantitative research 

design, Table 3 figures the studies using qualitative research design, and also Table 4 represents the studies 

using mix research design. 

According to Table 2, the motivations of studies using quantitative research were generally oriented 

identifying dark web contents, suggesting methods to determine crime pattern, detecting terrorist activities, 

and uncovering the illegal activities. In these studies, researchers generally collected the data in Dark 

websites which are primary data. Most of the studies using primary data are collaborative research. The co-

authors may devote more resources and effort to data collection and analysis.
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Table 2 The details of studies using Quantitative research design 

Name Year Purpose 
Data 

Types 
Dataset Data Source Sample Size  

Data 

Period 

Data analysis 

method 

[47] 2005 
Discovery and analysis of the 

Dark Web content  

Primary 

Data 

Multimedia  and  

multilingual  Web 

contents 

Dark  Web  Not reported 

until 

April 

2004 

The content and 

link analysis 

[48] 2006 

Suggesting a method for 

collecting Dark Web content and 

investigating terrorists’ use of the 

Internet. 

Primary 

Data 

Multimedia  Web  

documents 
Dark Web 

200.000 

websites 

until June 

2004 

Content 

Analysis 

[49]  2006 

Performing topological analyses 

of terrorist websites from various 

geographical region 

Primary 

Data 
Websites contents Dark Web 311 Websites   

until 

Novembe

r 2004 

Social network 

analysis 

 

[35] 
2007 

Recommending an approach for 

collecting terrorist/extremist 

Web content on the Dark Web 

Primary 

Data 

Multimedia  Web  

documents 
Dark Web 

200.000 

Websites  

until June 

2004 

Content 

Analysis 

[50] 2015 

Predicting the daily amount of 

violent extremist groups' cyber-

recruitment activity 

Secondar

y Data 
Ansar1 forum posts 

Dark Web 

Forum Portal 
28.747 posts 

December 

2008-

January -

2010 

LDA and time 

series analysis 

[51] 2016 

Offering a hybridized term-

weighting strategy for the 

detection of terrorist activities 

Secondar

y Data 

Arabic dark web pages 

and non- dark web pages 

Dark Web 

Forum Portal 

and Open 

Source Arabic 

Corpora  

1.000 Arabic 

dark web 

pages and 

non- dark 

web page 

Not 

reported 

Classification 

methods 

[52] 2018 

Examining internet users' views 

and perceptions about online hate 

speech and informing internet 

users and policy makers about 

cyberhate 

Primary 

Data 

Responses from survey 

participants  

Internet users 

in Turkey and 

the USA 

372 

respondents 

Not 

accessible 
Survey 
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[53] 2018 

Examining the Tor structure and 

designing a strategy for quickly 

identifying places that may 

contain material of interest to 

law enforcement. 

Primary 

Data 
Website contents Dark Web 232.792 sites 

12 April 

2016 -01 

July 2016 

Classification 

methods 

[54] 2019 

Developing automatic 

purchasing models to detect 

unauthorized firearm purchases 

by gathering and  data from 

different discussion forums in the 

dark web 

Secondar

y Data 

Ansar  Aljihad  

Network, Islamic 

Awakening,Gawaher,an

d Islamic Network 

forum sites 

Dark Web 

Forum Portal 

4,297,961 

messages, 

1,553,122 

thread in the 

forums 

2004-

2012 

Machine 

learning 

classification 

techniques 

(SVM, 

Boosting, 

Random Forest, 

GLMNET, 

Tree, and 

MAXEN) 

[55] 2019 
Creating a model that predicts a 

terrorist group's future lethality 

Secondar

y Data 

Information related to 

terrorist attacks 

GTD and 

RAND  

157 Terrorist 

Attacks 

GTD- 

1970-

2014    

RAND- 

1968-

2009 

 Regression 

analysis and 

simulation 

[56] 2021 

Proposing a link-based ranking 

approach for evaluating and 

identifying the hidden services in 

the Tor 

Primary 

Data 
Website contents Dark Web Not reported 

Not 

reported 
Link analysis 

Qualitative research usually maintains the information about Dark web and terrorist activities as seen in Table 3. Some topics seem unrelated to 

terrorism such as Captagon -a psychostimulant drug- , animal trade, digital artifacts, however they are indirectly feed terrorism. Most of studies in 

qualitative research do not include method section and data sources. The methods section outlines included the research problem, specific 

procedures, process, and analysis of data relevant to understanding the problem provide the reader to critically assess the study's reliability and 

validity [57]. Therefore, the absence of a method section in these articles adversely affects the evaluation process. Table 3 displays all of the 

qualitative analysis using secondary data. Researchers focus on the literature, scientific publications, and various databases as data sources and the 

documentary analysis/review method is the main approach in qualitative research.  

 

 

 

Table 2 The details of studies using Quantitative research design (continue) 
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Table 3 The details of studies using Qualitative research design 

Articl

e 
Year Purpose Data Types Dataset Data Source 

Sample 

Size  

Data 

Period 

Data analysis 

method 

[58] 2015 

Examining studies that describe 

online data mining literature with a 

clear focus on law enforcement 

applications 

Secondary 

Data 

Scientific 

literature  

IEEExplore, 

The ACM 

Digital Library, 

Springer-Link, 

ScienceDirect 

206 

publicatio

n  

December 

2012 -

January 

2013 

Systematic 

literature review  

[59] 2016 

Presenting an overview of the most 

common darknets and their related 

information and the perspective of 

Law Enforcement Agencies on Open 

Source Intelligence  

Secondary 

Data 

Documents 

and scientific 

publications 

Literature  
Not 

reported 

Not 

reported 

Documentary 

analysis / Review 

and Case Study 

[33] 2016 

Presenting general information about 

the dark web and dark web terrorist 

activity. 

Secondary 

Data 

Documents 

and scientific 

publications 

Literature  
Not 

reported 

Not 

reported 

Documentary 

analysis / Review 

[60] 2016 

Providing detailed information on 

wildlife smuggling via the dark web, 

as well as a map of the trafficking of 

animal parts 

Secondary 

Data 

Documents 

and scientific 

publications 

Literature  
Not 

reported 

Not 

reported 

Documentary 

analysis / Review 

[61] 2016 

Getting the most up-to-date 

information on Captagon e-commerce 

in the Middle East 

Secondary 

Data 

Websites, 

drug forums 

and other 

online 

resources in 

both English 

and Arabic, 

literature 

Medical and 

paramedical 

databases, web 

,Darkweb, and 

the Global 

Public Health 

Intelligence 

Network 

database 

Not 

reported  

October 

2015- May 

2016 

Thematic analysis 

[62] 2018 

Investigating Dark Web networks that 

exploit digital artifacts and identify 

the hidden actors behind these 

operations 

Secondary 

Data 

Documents 

and scientific 

publications 

Literature  
Not 

reported 

Not 

reported 

Document 

analysis / Review 

[63] 2019 

Defining the risks posed by the use of 

Fentanyl and Fentanyl +, as well as 

the demographic at risk. 

Secondary 

Data 

Documents 

and scientific 

publications 

Literature  
Not 

reported 

Not 

reported 

Documentary 

analysis / Review 
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While many studies in the cyber terrorism literature addressed the quantitative and qualitative research design, two studies used mixed research 

design as seen in Table 4. They compile both data types and have sophisticated data analysis methods. 

Table 4 The details of studies using mixed research design 

Articl

e 
Year Purpose 

Data 

Types 
Dataset Data Source Sample Size  

Data 

period 
Data analysis method 

[64] 2008 

 Creating a modern 

approach to gathering 

and analyzing Dark 

Web data. 

Primary 

Data 

Web sites 

contents 
Dark Web 

94. 326 

websites 

until 

2004 

Web page clustering, 

classification, and case 

study 

[65] 2011 

Offering an explanation 

about new phenomenon 

called as "Terrorism 

Informatics" 

Primary 

and 

Secondary 

Data 

Books, terrorism 

research centers 

and resources, 

and international 

terrorist 

organizations  

 Think Tanks and 

Intelligence 

Resources, Terrorism 

Databases and 

Online Resources, 

Higher Education 

Research Institutes, 

and the Dark Web 

10.000 

website, 300 

terrorist 

forums in 

the Dark 

Web 

Not 

reported 

Review, Social 

Network Analysis, 

Content Analysis, Web 

Metric Analysis, 

Sentiment and Affect 

Analysis, Authorship 

Analysis and 

Writeprint, Video 

Analysis  
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Figure 4 Period of published articles 

Consequently, the number of studies is quite insufficient but these are still important topics. Although, there 

was no time and research area limitation, the interest and study efforts in this field are inadequate. As seen 

in Figure 4, the number of publications is excessive as an instance in 2016, 2018 and 2019 compare with 

the other timespan, there are no publications before 2005. The first use of the Dark Web phrase dates back 

to the 2000s [66], and also the first scientific study on terrorism activities in the dark web was published in 

2005. A few articles were published in most years, and nearly 50% of the total publications were published 

in 2016, 2018 and 2019. In addition, there are no manuscripts in 2009, from 2012 to 2014 and in 2020 as 

well. This indicates that there is an academic gap in this field. The same authors mostly have their 

manuscripts since 2011. The articles [36] and [49] are the same in terms of purpose, dataset and method, 

but they have published as different articles. 

 

Figure 5 The distribution of articles by region 

The majority of studies are from the United States, followed by England, India and Israel according to Figure 

5. USA is one of the countries with the highest dark web usage [67], and accordingly, most of the studies 
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originated from the USA. Turkey, however, despite being among the countries with the highest usage of 

dark web, it is surprising that there is lack of the dark web studies in the context of terrorism. Therefore, 

researchers' efforts in this field should increase in Turkey. 

Approximately 38% of the studies were supported by funding agencies. This rate may be a reason for the 

limited number of studies. Without funding, researchers are more reluctant to innovative approaches and 

may have to redirect their research areas to other activities that require less resources, time, and effort [68]. 

 

Figure 6 The distribution of articles according to web of science categories 

The studies are concentrated in the category of Computer Science as seen in Figure 6. A little manuscript is 

in the international relations and social sciences interdisciplinary areas. Such research should be expanded 

in sociopolitical disciplines, as the topic also covers the notion of terrorism.  

Researchers focus on providing a framework for understanding the concept of terrorism on the dark web 

and trying to identify trends and patterns in that concept. They frequently use descriptive analysis to learn 

general information about dark web and its components, comprehend structural characteristics, investigate 

terrorist incidents on the dark web, and establish the location of terrorist groups. They also utilized predictive 

analysis to make predictions about the future terrorist activities in the dark web. 

The development of scientific approaches to explain and combat violent extremism is of worldwide interest 

[69]. The U.S. government alone spends half a trillion dollars every year investigating, fighting and reacting 

terrorism [70].  In terms of quantity, qualitative and quantitative methods utilized in dark web literature in 

the context of terrorism are comparable, but quantitative methods have a minor edge. 

The principal methods of quantitative research performed on the dark web are social network analysis, link 

analysis and content analysis as seen in Table 2. Social network analysis is a method that uses various 

modeling techniques to examine the dynamics of social networks based on structure and interaction of 

communities [71]. In terrorist investigations, text mining techniques and social network analysis aid in the 

development of counter-terrorism approaches. Social network analysis can be useful for identifying key 

members of terrorist organizations, centrality measures for terrorism network, sub-groups detection, and so 

on [72].  

The link analysis is known as the act of establishing networks of interconnected objects through 

relationships for discovering patterns and trends. It is commonly used to find central players and noteworthy 

patterns in dataset [73]. It is an effective method that can be used in dark web studies to destabilize the 

organization's activities by capturing some key figures in terrorist groups. 
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Analyzing the structure of terrorist networks can provide a technical understanding that can be used to 

prevent unlawful operations on the dark web [72]. Content analysis can be qualitative and quantitative 

techniques. The quantitative content analysis based on counting and measuring while qualitative content 

analysis based on interpreting and comprehending [74]. Quantitative content analysis is commonly used 

approach in dark web research to characterize the appearance of a variety of features in content, such as 

technical sophistication, media richness, and web interaction. 

Classification methods are relatively implemented methods in dark web studies. The widespread term 

weighting methods, TF, DF, TF-IDF, Entropy and Glasgow are used to create structured data then analyze 

the web page. Many different effective techniques such as affect analysis, sentiment analysis, authorship 

analysis, latent Dirichlet allocation (LDA) were also applied. The sentiment and affect analysis allow for 

the identification of violent and extremist sites that pose serious threats [75]. The affect analysis of terrorists 

on the Dark Web reveals the dissemination of terror, hatred, and propaganda [72]. Another method, 

authorship analysis includes techniques for investigating the attributes of study in order to present 

conclusions on its authors [76]. Authorship analysis techniques are needed in cyber forensic to detect 

criminals on the Dark web who use services like TOR [72]. Topic based approach, LDA uncovers hidden 

topics from large document of corpus [77], and it can be used for specifying the topics discussed in the dark 

web.  

Researchers tend to design research based on available data rather than collecting the data themselves. 

Because terrorists may disguise their identities and remove traces of their Internet actions, researchers and 

scholars have a tough time acquiring and analyzing Dark Web [64]. Other barriers of the collection are 

information overload and language barriers [78]. Therefore, researchers generally use secondary data 

instead of collecting their own dataset. The initial research relied on primary data due to young concept and 

the scarcity of secondary data. Spiders were used by the researchers to find the relevant terrorist groups 

based on reports from authoritative sources. The Dark Web Forum Portal (DWFP), which was created by 

collecting Dark Websites in 2004, was often used as a secondary dataset in later studies. The DWFP allows 

users to access vital foreign jihadist web forums through the Internet [79]. The forum sites named Gawaher, 

Islamic Awakening, Islamic Network, and Turn to Islam are closer to jihadist approaches, some studies used 

these forum sites’ contents as data. The Global Terrorism Database (GTD) and RAND Database on World-

wide Terrorism Incidents (RAND) are another databases referenced. Some studies is not depicted the time 

interval of data collection, so it is unclear whether the studies yield up-to-date results.  

Future studies will require advanced analytical methodologies and terrorism databases or data collection 

methods to emerge complex interactions and activities in the Dark Web. Scholars should adapt a wider 

range of data collection techniques. Increased utilization of primary data could help researchers build a more 

solid empirical foundation for understanding terrorism and counterterrorism. They can create automated 

approaches that scrape the dark web with web scraping techniques for produced content assisted lawmakers 

and law enforcement [72]. Moreover, advanced artificial intelligence techniques, image processing, and 

natural language processing techniques, hash value analysis, sock puppet detection techniques can be 

applied as well. Advanced artificial intelligence techniques can be quite effective for tracking and detecting 

malicious activities. Image classification is one of the effective methods to detect unwanted, harmful or 

criminal content on Web pages. Detecting people who have criminal tendency by analyzing posts on Dark 

Web forums can be provided with natural language processing methods. Hash value analysis is a strong 

technique in cryptography for proving the authenticity of digital evidence during an inquiry [72]. The 

connecting server's destination can be determined via hash value analysis at the onion routing's exit node 

layer [80], [81]. Sock puppet is the use of numerous usernames or fake identity to converse online [82]. 

Sock puppet detection plays a critical role in monitoring communication and screening in the Dark Web for 

terrorist tracking [72]. 

5. Conclusion 
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This research identifies the existing research on dark web in the scope of terrorism and these studies are 

critically reviewed in terms of purpose, dataset, and applied method for identifying the criminals and crimes 

in the Dark Web.  

According to the findings, the number of dark web research on terrorism was insufficient, indicating a gap 

in the literature. Thus, scholars and practitioners must continue to urge action in order to close the gap. The 

link analysis, web mining techniques, classification methods, affect analysis, sentiment analysis, authorship 

analysis, content analysis, and natural language processing techniques, documentary analysis/review are 

used in these studies. The dark web' anonymity gives drawback to discover crimes; hence, systematic 

methods for detection should be expanded. Advanced artificial intelligence, machine learning, deep 

learning, image processing, natural language processing techniques, hash value analysis, sock puppet 

detection techniques can be used to track and combat cyber-terrorism. 

This study appears as one of the first papers that have mapped the literature exploring dark web studies in 

the scope of terrorism. New methods suggestions for improving dark web studies are offered through an 

overview of the academic publications. This constitutes a guideline for researchers and practitioners in the 

dark web field in the future. By using the critical review of existing literature, researchers can improve 

studies with new proposed methods and also contribute to the quantitative and qualitative research design 

in dark web studies, which are few in number. 

This paper is limited by language restrictions. The only language of the reviewed studies was English. 

Moreover, only the Web of Science was used as a database. Another limitation is the low number of dark 

web studies in the context of terrorism. Sophisticated techniques to detect the main topics could not be used 

due to the scarcity of studies. Additionally, the lack of some details in some studies (areas indicated by "not 

reported" in table 2,3,4) is another point that challenges us during the analysis phase. 

Future studies may focus on various databases, languages, and keywords to achieve more global results. 

The terrorism in the dark web can be examined with more advanced methods. Therefore, various text mining 

techniques, bibliometric analysis, and topic modeling approaches such as LDA can be applied on extensive 

literature. Furthermore, other evaluation criteria can be added in order to reach more comprehensive results. 
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