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Abstract 

The use of second-hand shopping applications is increasing day by day. Applications 

can be used for product search, product sale / purchase, product search / search, 

specific filtering for the searched product, product selection by category, saving 

searched products, product listing and messaging with people. There may be 

situations that may create legal problems between users in shopping applications. 

Defamation, fraud, fraudulent products, sale of prohibited substances are carried to 

judicial authorities. Wallapop app is a second-hand sales app with more than 10 

million downloads on google play store. Application were examined by XRY, 

Praben, Oxygen, Axiom, Ufed and Autopsy Forensic examination programs and no 

characteristic information about the application could be obtained. In the study, 

manual forensic analysis of Wallapop application on mobile devices with Android 

operating system was performed and an examination method was proposed. In the 

study, manual forensic analysis of Wallapop application on mobile devices with 

Android operating system is performed and a methodology about the artifacts 

produced by Wallapop application, their analysis and the relations with each other is 

presented. The contents of the database files, location information, session 

information and other data that may be considered as evidence are shown. 
 

 
1. Introduction 

 

Today, shopping applications where second-

hand products are marketed are one of the most 

preferred applications by mobile / computer 

users worldwide. One of the most important 

reasons for this is that the products are cheaper 

than the store prices in the location on the 

internet and the product variety is more than the 

varieties available in the location stores. 

Together with these applications, it is possible 

to find the desired product easily by filtering 

according to the desired features over the 

internet, to be able to return or exchange the 

purchased product easily [1]. The necessity of 

allocating a separate time to visit the stores for 

shopping and the elimination of the time limit 

problem for shopping are among the 

conveniences provided by these applications. In 

addition, the shopping application is marketed 
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for second-hand products and the lower prices make 

these applications more attractive. Shopping 

applications provide users with a lot of flexibility. 

However, due to its widespread use and the 

possibilities it provides, it can be realized in 

negative uses with the application. Fraud, message 

hiding, selling counterfeit items and insulting 

people and so on. It is possible to perform such 

behaviors. In the event of such a situation, the case 

must be resolved, the offense has to be found and 

the identity of the perpetrator. Therefore, the 

analysis of shopping applications has become 

important for the mobile forensic field [2]. 

In this study, the method of obtaining 

remnants left by andorid device memory of 

Wallapop application is given. The Wallapop 

application was created by the founders of Miguel 

Vicente, Agustín Gómez and Gerard Olivé, who are 

members of Wallapop, founded in 2013. With more 

than 10,000,000 downloads in the Google Play 

https://dergipark.org.tr/tr/pub/bitlisfen
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Store, the Wallapop application was named the 

highest-income startup company in Spain in 

2015 with a $ 1 billion transactions [3]. 

The Wallapop app has features such as 

selling / buying second hand products, sending / 

receiving products, searching products, 

performing specific filtering for the searched 

product, selecting products by category, 

registering searched products, product listing, 

messaging [4]. Despite the possibility of having 

conversations that may constitute a criminal 

element in the field of messaging with these 

features, deception in product sending / 

receiving, fraud, it has created an important 

field of study for forensic IT researchers. The 

data obtained with this study for the Wallapop 

application have an important role in most 

studies, such as data from other shopping 

applications where second-hand products are 

marketed.  

Forensic analysis tools can 

characteristically examine specific applications 

[5, 6]. However, it cannot characteristically 

examine many applications used. For this 

reason, there are many scientific studies that 

show how to examine applications that are 

widely used but cannot be examined by 

commercial software. Saxena et al. have shown 

how the Amazon kindle application should be 

examined on android devices [7]. Kim et al. 

Have shown what remains of the Android 

applications left in the cache and how they 

should be analyzed [8]. Karakoca et al. have 

conducted benchmarking tests of android 

messenger applications in terms of digital 

forensics [9]. Their success in the examination 

phase was measured. Idowu et al. 

Recommended some security precautions and 

method of digital examination of Skype 

application [10]. Heap memory analysis of 

Android applications is shown [11]. There are 

many studies on Android messaging 

applications. These are BIP Messenger, 

telegram, Wechat, Kik Messenger, Google Allo 

Messenger, Skype, Spy, respectively [10, 12-

19].  There are also general recommended 

approaches and studies for instant messaging 

applications. The main purpose of the study is 

to present an investigation method when an 

unknown instant messaging application is 

encountered [9, 20-23]. In their studies related 

to Android-based applications that can be made 

voice calls, methods of obtaining user data left 

in the application are presented [24, 25].  There 

are studies that present the methodology of 

investigating bank applications for mobile devices 

[26].  The structure of mobile examination tools and 

their use in digital forensics has been shown [27, 

28]. There are studies made for games. Since 

messaging can be done within the game, content 

that can be used as digital evidence can be accessed. 

Sablatura et al. have shown the remains of the 

PokemonGo application on Android devices [29]. 

Shariati et al. reviewed the SugarSync application 

for analysis of file backup applications. The artifact 

of the application on the device has been shown 

[30]. Azfar et al. presented a model for the analysis 

of social media applications working on android 

[31]. Andrew et al. demonstrated the forensic 

analysis of the zoom video conferencing application 

[6].  

The main objectives of the proposed 

analysis methodology in this study,  

-Display all the data that may be needed on 

an android device with Wallapop application. 

-Fully reconstruct all user activity by 

revealing this data and explaining how it can be 

resolved. 

-It is aimed to evaluate the independent data 

separately and show the correlation between the 

data which cannot normally be obtained but which 

may be important for the examiner.  

The main contributions of the study are as 

follows; 

-Methodology of forensic analysis of the 

application running on android operating system is 

presented.  

-With the presented methodology, the 

completeness and accuracy of the data that can be 

obtained from Wallapop application was checked. 

Thus, all the remains on the mobile device have 

been revealed. 

-Wallapop application's communication 

style, data storage formats and database relations 

are introduced. 

Thus, it will be understood how to re-create 

user data and to interpret message contents and user 

behaviors with the data taken from smart mobile 

device with android operating system using 

Wallapop application. 

 

2. Analysis Methodology and Tools 

 

In order to find out which data the Wallapop 

application holds, the wallapop application was 

installed on the android mobile device, products 

were searched through the application, profiles of 

product marketers were examined, users were 

contacted from the chat area for the products and 

conversations were made. After these procedures 
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are applied, the data generated on the wallapop 

application is taken from the mobile device and 

the analysis procedures are started. For the 

analysis of the data in the Wallapop application, 

it was examined what kind of information it 

would use by using Magnet 3.0, Oxygen 

Forensic, XRY and Paraben commercial 

forensic software. However, it has been 

observed that commercial software does not 

recognize the data generated by wallapop 

application. To eliminate this problem, the 

analysis of the application was performed 

manually without using commercial software. 

The steps of the said analysis method are as 

follows. (1) Android mobile device is root. (2) 

Files created by wallapop application on the 

device are extracted with es file manager. (3) 

The extracted application data is copied to the 

computer. (4) Application databases (SQLite) 

are examined with db browser SQLite. (5) The 

results are reported. 

In the application analysis wallapop 

version 1.86.2 was used. The device is a 4-core, 

16 Gb internal storage, 1 GB Ram memory and 

Android 4.4.2 (kitkat) operating system with a 

General Mobile brand Discovery model 

Android device was used. DB Browser SQLite 

version used in database analysis is 3.11.2, Qt 

Version is 5.11.3 and SQLite version is 3.27.2. 

The mobile device is rooted by flashing supers 

from the boot screen. The ES file manager 

(version 4.2.0.2.1) application is used to access, 

view, and extract files that the application holds to 

the root directory on the mobile device. 

 

2.1. Proposed Methodology 

 

The Wallapop app is a shopping app that 

markets popular second-hand products around the 

world. Commercial forensic software and wallapop 

applications cannot be examined. Therefore, the 

inability to analyze this application with forensic 

software has created a problem. As a solution to this 

problem, a manual examination of the application 

has been developed. In the first review of the 

manual wallapop application was installed on the 

android device. Then, if the device is not rooted, the 

root operation is performed because the data cannot 

be obtained. After the root operation, Es File 

Manager was installed on the device and the 

application files were accessed. With this access, 

database files belonging to the application were 

found and the process of copying these database 

files to the computer was completed. The wallapop 

database files copied on the computer were 

examined and analyzed with DB Browser SQLite. 

Afterwards, files belonging to the application other 

than databases were examined and reported. The 

block diagram of the described methodology is 

given in Figure 1.  

If necessary, subheadings can be added 

under the main heading [5]. 

 

 

 
Figure 1. Proposed analysis method block diagram 

2.2. Wallapop File / Directory Structure and 

Content 
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During the forensic analysis of the Wallapop 

application, information was obtained from the file 

directory structure of the application, how the 

wallapop application stores the application data, in 

which files and directories the stored data is stored, 

what data the held files contain, and where the 

application stores the data. The information about 

the data was obtained by examining the file 

directory structure and the files held by the 

application, and the file directory path of the data 

examined in the forensic analysis is given 

hierarchically with the titles in Figure 3. 

It was found with the Es file manager 

program that application data is located in the path 

data / data / com.wallapop. The files and folders in 

the data / data / com.wallapop path are given in 

Figure 2. (a). In addition, Figure 2. (b) shows the 

databases in the database folder located in data / 

data / com.wallapop path. 

 

 

 
Figure 1. a) Application directory structure b) 

Database directory 

 

2.3. Wallapop Communication Protocols  

 

Wallapop app is a second-hand shopping 

application available for both iOS and android 

devices. Chat area has been created on the 

application for the user to contact the product 

vendor for the product he wants to purchase. When 

a message is sent in the buyer / seller 

communication via chat, the message is stored on 

the wallapop servers used by the wallapop 

application. The server sends the sent message 

repeatedly until the receiving device accepts the 

message. When the message is accepted by the 

recipient, the server transfers the stored message to 

the recipient. The Wallapop application uses the 

Xmmp protocol, a set of open xml protocols and 

technologies that allow the two ends of the Internet 

to transfer any structural information between each 

other and almost simultaneously. The 

communication mechanism in Wallapop 

application is given in Figure 4. 

 

 
Figure 3. Wallapop application file directory 

structure 

 

 
Figure 4. Wallapop application messaging and 

communication structure 

The structure of the mentioned operation is 

as follows. 

1-The message sender decides to send the 

message from the chat area to the seller of the 

product of interest on the application. 
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2-The sender targets the product vendor as 

the recipient in order to send the message. 

3-Sender, to send the message contents to 

the destination, requests the device information of 

the recipient from the wallapop server with TCP 

protocol. 

4-The Wallapop server verifies the 

message request. It then attaches the user 

information of the message sender to the 

information of the recipient and forwards the 

message to the recipient. 

5-The message sent by the sender to the 

recipient is temporarily stored in the wallapop-

chat-journal database under the data / data 

/com.wallapop directory on the sender's phone. It 

is then saved permanently in the database 

wallapop-chat.db under the data / data / 

com.wallapop directory. The main purpose of 

temporary storage is to prevent possible losses. 

6-If the recipient's internet connection is 

not active, the message continues to be sent 

repeatedly until the message is forwarded to the 

recipient. 

7-When the receiver opens the internet, the 

message sent by the sender is forwarded to the 

recipient with notification feature. 

8-When the transmission is performed, the 

server sends information to the message sender that 

the message has been delivered. 

 

2.4. Device Permissions in 

AndroidManifest.XML 

 

Androidmanifest.xml files are files that contain the 

basic information of an application. Wallapop 

application's AndroidManifest file is found in the 

apk content of the application. For information 

about the application, refer to the AndroidManifest 

file. Figure 5 shows the contents of the 

AndroidManifest.Xml file that contains 

permissions for the Wallapop application.  

When the AndroidManifest.xml file is 

examined, it is seen that many permissions are 

requested for the application. Requested 

permissions access to full location, access to 

network information, access to wi-fi networks, 

change the status of network connections, access to 

wi-fi multicast mode, access to phone status, 

camera, access to accounts, internet, read / write 

access to external storage, bluetooth, cache 

cleaning, screen darkening, packet installation, 

system settings read / write permissions were 

given. 

 

 
Figure 5. AndroidManifest.xml file content 

 

3. Wallapop Forensic Analysis 

 

3.1. Default Last User Information 

 

From the file in data / data / com.wallapop / 

shared_prefs/com.appboy.offline.storagemap.xml, 

last user information has been reached with 

“last_user”, and default user information has been 

reached with “default_user”. It is shown in Figure 

6 that both users are the same person and the user's 

name in the application is e65vevn182jo. 

 

 
Figure 6. com.Appboy.Offline.Storagemap.xml file 

content 

 
In terms of digital forensic, the name of the 

registered user and the last user information are 

important in an application. In an event occurring 

on the application, in the forensic analysis step of 

the application, the information of who is the 

registered user of the application on the device and 

which user was last logged in the application can 

be accessed. In this respect, it is a digital evidence. 

 

3.2. Device Information 
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In the file in data / data / com.wallapop / 

shared_prefs/com.appboy.storage.device_cache.v

3, timezone information, model, os_version, and 

location information of the device on which the 

application was installed were obtained and these 

information are given in Figure 7. 
 

 
Figure 7. com.Appboy.Storage.Device_Cache.V3 file 

content 

 

Timezone, location, operating system 

version information, which can be accessed with 

device information, may be some of the supporting 

evidence in digital forensic investigations. For 

example, if we assume that an event has occurred 

on the application on the device, we can access the 

timezone and location of the event and also the 

brand / model operating system version of the 

device on which the event took place. 

 
3.3. Time Information 

 

A number of application time information was 

found in the file path data / data / com.wallapop 

/shared_prefs/com.google.android.gms.measurem

entprefs.xml. app_install_time shows when the 

application was installed on device, 

first_open_time shows the first boot time, 

last_pause_time shows the last stop time, 

app_instance_id shows the application id. 

health_monitor shows battery power and battery 

health information. The content of the findings is 

shown in Figure 8. 
 

 
Figure 8. com.wallapop_preferences.xml file content 

The date of the application, the first 

opening time, the last stop time, the unique id 

number of the user using the application are digital 

evidence and are important information. Date / 

time stamps are an essential part of a forensic 

investigation. Because each operation of the user 

takes place over time and this recorded time 

information can provide important information 

about the event. These timestamps, which were 

mentioned in the forensic computer review of 

Wallapop application, were reached and the 

timestamps that were reached were learned with 

the timestamp converters in which day, month, 

year, and hours, minutes, seconds. Time-related 

data is stored in com.google.android.gms. 

measurementprefs.xml. The content of the file is 

shown in Figure 9. 

 

 
Figure 9. com. google. android. gms. 

measurementprefs.xml file content 

 

3.4. SDK Information 

The application version and sdk application id 

information were found in the path of data / data / 

com.wallapop / shared_prefs / app_info.xml. 

App_version shows the version information, 

sdk_app_id sdk shows the application id 

information. The content of the file is given in 

Figure 10. 

 

 
Figure 10. App_info.xml file content 

 

In the forensic review of the Wallapop 

application, some information about the 

application was found in the app_info.xml file, and 

the version information and id information in this 

field are important for forensic information. 

 

3.5. User Information 

 

Data/data/com.wallapop/shared_prefs/com.wallap

op_preferences.xml file path has been found to be 

used by the user when logging in. User's e-mail 

address, user name and date of birth has been 

reached from this file. Content of this file is shown 

in Figure 11. In forensic investigations, if there is 

an event on an application, the information about 

who is using the application is extremely 

important. By obtaining this information, the 

information of the suspicious user in case of an 

event on Wallapop application can be learned as 

described.  
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Figure 11.shared_prefs/com.wallapop_preferences.xml 

file content 

 

4. Analysis of Application Database Files 

 

The Wallapop application has four database files. 

These; Wallapop.db, Wallapop-chat.db, Wallapop-

app.db, Mparticle.db. Application database files 

are located in the data / data / com.wallapop / 

databases file path. The database files are 

transferred to the computer in order to find out 

which files the databases consist of, and what kind 

of information these files contain, what the table 

names are, and the rows and columns of the tables. 

After that, the contents of the databases were 

obtained with DB Browser. Databases store the 

behaviors that users perform on the application. 

Therefore, forensic analysis of an application can 

provide clues about a number of topics, such as 

information about other users with which the user 

has contacted, message content if contacted, 

session information, id information, location 

information. Since the information obtained is 

important in digital forensic, the data obtained can 

be considered as digital evidence. In addition, since 

databases store information in many areas of the 

application, data from the databases is of great 

benefit in resolving a forensic event. 

When the Categories table is examined, 

there are a total of 5 columns that hold the names, 

grammar, product ID number, color code and icon 

id of the products on the application. The content 

of these columns is shown in Table 1. 

In the Currency table, it is found out which 

currencies are used on the application. Figure 13 

shows the contents of the currency table. 

 

 

 

Figure 12. data /data /com.wallapop /databases 

/Wallapop.db categories table content 

 
Table 1. Categories table data structure 

Column name Content 

Name Knowledge of categorical names 

of products 

Language Language 

Backend_Id Unique number to which 

categories correspond 

Color Product color code  

Icon_Id Object name information 

corresponding to each product 

 

 
Figure 2. Currency content 

 

There are 5 columns in the Currency table: 

id, currency code, currency symbol, default 

fraction number and language. Table 2 provides the 

information contained in these columns.  

 
Table 2. Currency table data structure 

Column Name Content 
Id Unique number 

Currency_Mode Currency spelling 

Symbol Currency spelling  

Defaulth_Fraction_Digit Default fraction number 

information 

Language Language 

 

 

 

 

4.2. Wallapop-App.Db 

 

There are 7 tables in the Wallapop-app.db database 

named currency, image, item, item categories, item 

images, location, user. This database contains 

information about the products and users on the 

application. In the forensic examination, the user 

information and product information obtained on 

the application are related to each other and are 

important as they are digital evidence. 

 

4.2.1. Currency Table  

 



E. İpek, E. Akbal / BEU Journal of Science 11 (1), 278-293, 2022 

285 

In the Currency table in Wallapop-app.db, the 

currency of the products the user has examined, the 

symbols of these currencies and the fraction 

numbers of the currencies are obtained. Figure 14 

shows the visual representation of the Currency 

table. 

 

 
Figure 3 .Currency table view in Wallapop-app.db 

 

This table consists of 3 columns: code, 

symbol, fraction_digit. Table 3 contains the 

information contained in the columns. 

 
Table 3. Currency table data structure in Wallapop-

app.db 

Column Name Content 

Code Currency code information 

Symbol Symbolic representation of currency 

Fraction_Digit Currency fraction fraction 

information 

 

4.2.2. Image Table 

 

In the Image table in Wallapop-app.db, photos of 

the products the user has examined in the 

application have been found. The table content 

view is shown in Figure 15. 

 
Figure 15. Image table content in Wallapop-app.db 

 

This table consists of 8 columns: image id, 

average_hex_color, small_URL, medium_URL, 

big_URL, Xlarge_URL, Original height, Original 

Width. Table 4 shows what these areas are. With 

the data obtained from the Image table, we can 

access the photo of the product that the user has 

looked at on the application with the address given 

in the table and we can know what the product is. 

In addition to this, we can reach the actual 

dimensions of the product photo and the id number 

that is defined to the product.  

 
Table 4. Image table data structure in Wallapop-app.db 

Column Name Content 

Image Id photo's unique number 

Average_Hex_Color average hex color 

information 

Small_URL small Url address 

information 

Medium_URL medium URL address 

information 

Big_URL large Url address information 

Xlarge_URL longest URL address 

information 

Original Height Original width info 

Original Width original size information 

 

The small_Url address in line 3 in Figure 

15 (A http://cdn.wallapop.com/images/10420/6d/ 

tp/__/c10420p386018089/i946167832.jpg?picturS

ize = W320) Figure 16 shows the result. 
 

 
Figure 16. Image from the 3rd row of the Image table 

4.2.3. Item Table 

 

In the Item table in Wallapop-app.db, there are 

informations about items that the user was viewed. 

Item table consists of 11 columns: id, title, 

description, sale_price, publish_date, 

modified_date, sold_date, item_URL, 

currency_code, image_id, user-id. The table 

content is shown in Figure 17.  

 

 
Figure 17. Wallapop-app.db Item Table content 

 
Table 5. Wallapop-app.db Item Table data structure 

Column Name Content 

Id unique number information of the 

product (Item_id) 

Title Information of the product 

(categorical name of the product) 
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Description Product description of the product 

vendor 

Sale_Price Specified price information of the 

product in question 

Publish_Date Product release date information 

Modifies_Date Information about when a change 

has been made to the product 

Sold_Date Date of sale 

İtem_URL URL of product sales page 

Currency_Code The currency in which the product 

is sold 

İmage Id Photo URL address of product 

User_Id Vendor user id information in the 

application 

 

The information contained in the columns 

in the table is shown in Table 5. In the Item table, 

we can find a lot of information about the products 

the user is interested in. With this data we can 

obtain important information about the products 

the user is interested in and the products of interest. 

For example, the user has looked at a product with 

the title Rapuncel, and the ID of the vendor of that 

product has also been reached. When the given 

table and figure are examined, it can be said that 

informations gathered from this table have a digital 

quality for digital investigations. 

When we look at line 1 in the table given 

in Figure 16, we can find out which category the 

product belongs to from id number. In the title 

field, we can see the product was found to be 

entitled “Authentic Louis Vuitton Twin Bag. Here, 

the product can be obtained with the brand. With 

sale_price, you can get price information for the 

product. Modified date is 1565085068000 in table. 

When we convert this timestamp information, we 

can see that the posting was last modified on 

Tuesday, August 6, 2019 09:51:08. Item_URL 

includes 

http://p.wallapop.com/i/386018089?_pid=wi&_ui

d=279296196. When we use this url, we get the 

sales page of the mentioned bag. The User Id 

indicates that the bag vendors user id is 

7v6gl5rlrmje. (By default, 0 is placed in the Publish 

/ Sold Date columns.) 

 

4.2.4. Item Categories Table 

 

The Item categories table contains the id numbers 

of the products the user looks at and corresponds 

with, and which category the product numbers 

correspond to. This table consists of the Item_id 

and Category_id columns. Figure 18 shows the 

Item categories table. 

 

 
Figure 18. Wallapop-app.db Item Categories table 

view 

 

The information contained in the columns 

is given in Table 6. Referring to the table given in 

Figure 17, the product ID of the product involved 

in a forensic event on the application can be 

categorically identified which ID number 

corresponds to. In the case of a forensic 

examination, if there is not enough information in 

the category information of the product, more 

content can be found in the product table by using 

the product_id number. Or, if there is not enough 

information in the product table in reverse, the item 

categories table can be used to obtain the product 

categorical id number and additional information 

can be found in the category table. 

Figure 17 shows that item_id number is 

415683529 in the first line. This id is shown to be 

16000 in the category_id number. When looking at 

the Categories table, it was found that the product 

is in the Cell phones & Accesories category. 

 
Table 6. Wallapop-app.db Item Categories table data 

structure 

Column Name Content 

Item_Id Unique number of product the user 

has looked at on the application 

Category_Id Unique categorical number of the 

product the user has looked at on 

the application 

 

4.2.5. Item_Images Table 

 

 
Figure 19. Item_Images table view 

 

The Item_Images table contains the id 

numbers of the products the user is looking at, 
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corresponding with, and which photo id number of 

those product numbers. Item_images table consists 

of 2 columns, item_id and image_id. This table 

view is shown in Figure 19.  

By looking at the table, the product id 

number of the product photo can be obtained from 

the product id number of the product involved in a 

forensic event, and then we can obtain more 

information from the forensic examination based 

on the photo links with other tables. Or vice versa, 

the product id number can be easily seen from the 

item_images table and the product id number 

corresponds to the product id number, and more 

digital evidence is obtained by looking at the other 

information in the product table. 

 

4.2.6. Location Table 

 

The Location table contains information about the 

locations of the products the user corresponded 

with on the application. Location table consists of 

8 columns: id, approximate_latitude, 

approximated_longitude, Km_error, City, Zip, 

instance_from_you, currency code. The 

information contained in the columns is shown in 

Table 7.  

 

By looking at the “Location” table, we can 

access location information about the product or 

vendor involved in a forensic event on the 

application. In addition, we can reach the seller's 

city information, latitude and longitude values, and 

distance from us in kilometers. Thus, with the 

obtained address information, many digital data 

can be used. 

 
Table 7. Location table data structure 

Column Name Content 

Id Unique id for location 

Approximated_latitude The latitude position of 

the advertised product 

Approximated_longitude The longitude position of 

the advertised product 

Km_error Error rate in Km 

City In which city the 

advertised product is 

located 

Zip City postal code / area 

code 

Instance_from_you How far the product is 

from the user viewing the 

product 

Currency_code Currency used by cities 

 

4.2.7. User Table 

 

The User table is a table that contains information 

about the user. The User table contains information 

about the person using the application, as well as 

the contacts the user communicates with. The table 

contains User_Id, Legacy-Id, Micro-Name, 

Birth_Date, Image-Id, Location_Id, Sold_Count, 

Selling_Count, Receiwed_Reviews_Count, 

_Verified_Status, Scoring_Stars, 

Verification_Level, Gender, Banned, Online, 

Favorites_Count, Purchased_Count, and 

Notification_Read_Pending_Count_Count 

columns. Table contents are shown in Table 8.  

User table is a table where critical forensic 

data about the user can be obtained. The user's birth 

date, mail account and many detailed information 

showing the user's activity in the application can be 

accessed through this table. 

 

4.3. Wallapop-Chat.Db 

 

Wallapop-Chat.db contains messages on the 

application and information about messaging. It is 

the most important database file in terms of digital 

forensics. Instead of communicating through the 

instant messaging application, users can use these 

applications for private messaging.  Therefore, the 

application that appears innocent can be used as a 

tool for criminals. In the examination made with 

commercial software, no message content related 

to chat processes could be reached. Wallapop-

Chat.db basically consists of 2 tables, Chat-

message and Conversation. 

 
Table 8. User table data structure 

Column Name Content 

Id Unique user id 

Legacy_Id If available, the old id 

number 

Micro_Name User name 

Birth_Date Birthday of the user 

Image_Id Profile photo id 

Location_Id Location information 

Sold_Count Number of products he/she 

sold 

Selling_Count Number of products on sale 

Receiwed_Reviews

_Count 

Number of comments 

received 

E-

Mail_Verified_Stat

us 

E-mail verification status (1 

or 0) 

Scoring_Stars Number of stars users 

receive on the application 

Gender User's gender (1 or 0) 

Banned Users' ban status 

Online Online status of users 

(online 1, offline 0) 
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Favorites_Count Favorite users number 

Purchased_Count Number of products 

purchased 

Notification_Read_

Pending_Count 

Number of pending 

notifications to read 

Verification_Level Verification levels of users 

 

4.3.1. Chat-message Table  

 

The chat-message table contains information about 

the messages on the application. This table consists 

of 8 columns: id, stanza_id, from_user_id, 

to_user_id, thread, body, time, status. The chat-

message table is shown in Figure 20. 

 

 
Figure 20. Chat-Message table in Wallapop-chat.db 

 

 
Table 9. Chat-Message table data structure 

Column Name Content 

Id The numerical structure that 

increases with every new registry 

(set by SQLite) 

From_User_Id Message sender id 

To_User_Id Message reciever id 

Thread The number of the message header 

Body Message body 

Time Information when the message 

was created, when it was sent 

Status Number of messages in the 

messaging area / page 

 

The information contained in the columns 

is shown in Table 9. If there is messages only 

written by user, the status column set to 1. 

 

4.3.2. Conversation Table 

 

The Conversation table holds information about 

which product the conversations / messages are 

about, the date of creation of the last message, the 

format of the message. This table consists of 7 

columns: id, legacy_id, user_id, item_id, 

message_read_pending_count, 

last_message_create_date, message_media_type. 

The information contained in these columns is 

given in Table 10.  

 

Table 10. Conversation table data structure 
Column Name Content 

Id Conversation_id 

Legacy_Id Legacy id of message 

User_Id The user number of the 

messaging users on the 

application 

Item_id Product id information 

indicating which product 

the messaging is for 

Message_Read_ 

Pending_Count 

Number of messages 

waiting to be read 

Last_Message_ 

Create_Date 

Date when the message was 

last created 

Message_Media_Type Data type of message 

 

4.4. Analysis of Session Information 

 

Mparticle.db stores data about sessions opened on 

the application. Mparticle.db consists of 3 tables: 

messages, session and sqllite sequence. By means 

of these tables, content that can be considered as 

forensic evidence such as the user's activity on the 

application, when he / she logs off, and the duration 

of the session can be obtained. For this purpose, the 

tables in the database file should be examined in 

detail.  

 

4.4.1. Messages Table 

 

Message table consists of 6 columns: id, 

session_id, api_key, message, upload_status, 

message_time. This table generally includes 

information such as session time, session content, 

session id. The visual representation of the 

Messages table is shown in Figure 21. 

 

 
Figure 21. Messages table in Mparticle.db 

 

It is seen in Figure 21 that there are user 

data in the table. The Messages column contains 

the id of the session information, the product 

category, the item id, the title of the product being 

viewed. This information is variable for each row. 
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Because each session has different activities. The 

data structure of the data held in the columns is 

given in Table 11. 

 
Table 11. Messages table data structure 

Column Name Content 

Id Row ids 

Session_Id Unique number for sessions 

Api-Key Api_key of the application 

Message Contains information about the 

content of the sessions. 

Upload_Status Upload state information 

(number) 

Message_Time Time of sessions 

 

4.4.2. Sessions Table 

 

The Sessions table contains the start and end times 

of sessions, id numbers, application and device 

information from which the session was opened. 

Id, session_id, api_key, start_time, end_time, 

session_length, app_info, device_info are the 

columns. Table content is shown in Figure 22.  

 
Figure 22. Session table in Mparticle.db file 

 

There are many fields of user data in the 

table. Information may be obtained from these 

fields as evidence. Specifically, the usage period of 

the application and the start and end times of the 

application session are evidence. Content 

information is given in Table 12. 

 
Table 12. Sessions Table data structure 

Column Name Content 

Id Row ids 

Session_Id Unique number for sessions 

Api_key Api_key of the application 

Start_Time Session start time 

End_Time Session end time 

Session_Length Total time of the session 

App_Info Information about the 

application 

Device_Info Information about the device 

 

Device_info provides information about 

the device on which the application is installed.  

 

4.4.3. SQLite Sequence Table  

 

The “SQLite sequence” table holds the number of 

rows in the sessions and messages tables. The table 

consists of 2 columns: “Name” and seq. The Name 

column holds the names of the Messages and 

sessions tables. The Seq column contains the 

number of lines that the Messages and sessions 

tables have. 

 

5. Log and Cache Analysis 

 

The accuracy of the data in the application is 

confirmed by log examinations. There are 

important files related to log and cache in the “data 

/ data / com.wallapop / files” directory in the device 

storage of the Wallapop application. 

AppEventsLogger, pending_events_queue files 

contain data that can be considered as evidence. 

Cache information of the application was reached 

in the Cache folder. Cache records the operations 

performed on the application, viewed product 

photos and content about the internet. Even if the 

user deletes some contents from the device, the 

contents have been reached by cache analysis.  
 

5.1. AppEventsLogger 
 

“data / data / com.wallapop / files / 

appeventslogger.persistedevents” file has been 

observed to have records of an ongoing event on 

the application. From these records, the name of the 

event and the time information were obtained. In 

addition, it was found that the event name was 

encrypted with md5 encryption method. The 

information found is shown in Figure 23. 
 

 
Figure 23. AppEventesLogger file 

 

In the figure, when the value held by 

eventName_md5 is converted with md5 converter, 

this event name was found to be fb_sdk_initialize. 

The time stamp information that logTime holds is 

translated with timestamp converter and it is 

reached that the real time is 08/12/2019 00:12:20. 
 

5.2. Pending Event Records 
 

In the file “data/data/com.wallapop/files/ 

pending_events_queue_e65vevn182jo”, the user's 

recorded information about pending events has 

been reached (e65vevn182jo is user id). This file 

contains information about the message sent. The 

available data are shown in Figure 24. 
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Figure 24. pending_events_queue file 

 

Figure 24 provides information about an outgoing 

message. Here, “a” is pending event information, 

“b” is stanza_id, “c” is conversation_id (thread), 

“d” is sender id, “e” is message id and “f is message 

text. 
 

5.3. Photo Caches 
 

The cache information is located in the file path 

“data/data/com.wallapop/cache/image_manager_d

isk_cache”. The photos of the products viewed on 

the application were recorded with different names. 

In addition to the saved photo files, a journal file 

has been created for these photo files. An example 

of a cached photo is shown in Figure 25. 
 

 

Figure 25. photo obtained from cache 

 

The photograph shown in the Figure 25 is 

a product that the user has looked at on the 

application. In addition, the user has contacted the 

product vendor for this product. More information 

about the product can be found in the message, item 

and categories tables. 
 

 

Figure 26. Content of image _manager _disk_ cache/ 

journal 

 

Figure 26 shows some of the contents of 

the log for photograph caches. it is understood from 

the name of the file that the first 3 lines are recorded 

for the photograph shown in Figure 26.  It is 

observed that “dirty”, “clean” and “read” 

commands are used. “DIRTY” indicates that a new 

entry has been made to the log file, “CLEAN” 

indicates that an entry has been successfully added 

and accessible in the log file, and “READ” 

indicates that the added entry is readable.  
 

5.4. Okhttp Caches 
 

Okhttp is used to send and receive http requests to 

the web server. The okhttp file saved in the 

application contains the cache data related to 

okhttp. A separate file is saved in this folder for 

each okhttp information. In addition to the files 

saved in the folder, there is also a journal file.  

5.5 Last Visited Product Information 
 

In the file “data/data/com.wallapop/ 

locale_last_visited_item.json” the category 

number, url content information and flag 

information of the last viewed product are given in 

the application. Figure 27 shows the contents of 

this file. 
 

 
Figure 27. Information of last reviewed product 

 

The latest product in the application is a 

Honda cb125r 2018 model motorcycle. It is 

observed that the product category is 14000 aka 

motorbike.  
 

5.6 Recently Searched Product Information in 

Searches Area 
 

In the “data/data/com.wallapop/ 

recent_searches.json” file, information about what 

the searched products are, what category they are 

in, how they were written when searching, and 

what the spelling suggestion is, if it is misspelled, 

were found. Figure 28 shows the contents of the file 

for the product being searched.  
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Figure 28. Contents of recent_seraches.json file 

 

Table 13 shows what the marked fields in 

the content of “recent_searches.json” mean. 
 

Table 13. Information and descriptions kept in the 

“recent_searches.json” file 

Parameter Data information  

Category_Id ID of the searched product 

Category_Name Name of the searched product 

Prefix Prefix of the searched product 

Suggestion Suggestion of the searched 

product 

Vertical By default, customer property is 

written 

 

 

6. CONCLUSION 

 

Forensic investigations are concerned with 

obtaining the data of users from digital evidences 

by appropriate methods and reporting them to be 

submitted to the legal process. The first stage of 

forensic investigations is the process of acquiring 

data from digital material. It aims to investigate and 

reveal the contents of the offender's material that 

may constitute a criminal element. Therefore, all 

system, application and user contents on their 

devices are examined. In this study, user data left 

on mobile device of Wallapop application used for 

second hand trading on android operating system 

was analyzed. Since application data cannot be 

detected by commercial review software, it has 

been shown that manual review is required. The 

findings have an important function in judicial 

processes. Communication architecture of the 

application, user permissions, user data stored in 

database files, log and cache memory traces are 

explained. Wallapop.db, Wallapop-chat.db, 

Wallapop-app.db and Mparticle.db files hold 

important data. Wallpop.db provides access to the 

categorical classification of products and 

information on the currency of the products. The 

Wallapop-chat.db file has been shown to hold data 

specifically related to in-app communication. With 

this file, it has been shown that important contents 

are obtained in offenses such as insults, illegal 

correspondence and concealment of 

communication. With the Wallapop-app.db file, 

information about the products and users on the 

application was reached. The Mparticle.db file 

contains data about the session information and 

location information on the application. Important 

information for forensic investigations, such as 

when the application was opened / closed and how 

long it was used was obtained. In addition to 

database files, important information belonging to 

the user has been reached in cache and log files. In 

particular, data such as last searched, examined 

product, picture of the examined product are 

shown. The results presented by the study provide 

an important reference in the analysis and 

interpretation of the Wallapop application on 

android mobile devices. It is planned to examine 

how the evidence left by the application can be 

analyzed in IOS devices in future studies. 
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