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Abstract: With the developments in information technologies, every area of our lives, from shopping to
education, from health to entertainment, has transitioned to the cyber environment, defined as the digital
environment. In particular, the concept of the Internet of Things (IoT) has emerged in the process of spreading
the internet and the idea of controlling and managing every device based on IP. The fact that 10T devices are
interconnected with limited resources causes users to become vulnerable to internal and external attacks that
threaten their security. In this study, a Flood attack, which is an important attack type against 10T networks, is
discussed. Within the scope of the analysis of the study, first of all, the effect of the flood attack on the system
has been examined. Subsequently, it has been focused on detecting the at-tack through the K-means algorithm, a
machine learning algorithm. The analysis results have been shown that the attacking mote where the flood attack
has been carried out has been successfully detected. In this way, similar flood attacks will be detected as soon as
possible, and the system will be saved from the attack with the most damage and will be activated as soon as
possible.
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Makine (")grenmesi“Algoritmasml Kullanarak IoT'de Hello Flood
Saldirisinin Onlenmesine Yonelik Yeni Bir Yaklasim

Oz: Bilgi teknolojilerindeki gelismelerle birlikte alisveristen egitime, saghktan eglenceye hayatimizin her alani
dijital cevre olarak tanimlanan siber ortama gecis yapmistir. Ozellikle internetin yayginlasmasiyla ve her cihazin
IP tabanl olarak kontrol edilmesi ve ydnetilmesiyle Nesnelerin interneti (IoT) kavrami ortaya cikmustir. IoT
cihazlarinin sinirh kaynaklarla birbirine bagli olmasi, kullanicilarin giivenliklerini tehdit eden i¢ ve dig saldirilara
karg1 savunmasiz kalmasina neden olur. Bu calismada, IoT aglarina karsi 6nemli bir saldiri tiirii olan Flood
saldirist ele almmustir. Calismanin analizi kapsaminda oOncelikle flood saldirisinin sistem iizerindeki etkisi
incelenmistir. Ardindan, bir makine 6grenmesi algoritmasi olan K-means algoritmasi araciligtyla saldirty1 tespit
etmeye odaklanilmistir. Analiz sonuglari, flood saldirisinin gercgeklestirildigi saldir1 noktalarinin basartyla tespit
edildigini gostermistir. Bu sayede benzer flood saldirilari en kisa siirede tespit edilecek ve sistem, saldiridan en
az hasarla kurtulacak ve en kisa siirede devreye girecektir.

Anahtar Kelimeler: 10T, Siber Giivenlik, IoT Giivenligi, Flood Saldirilari, Makine 6grenmesi
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1. Introduction

The history of humanity has passed through important stages that shape human life. Although these
stages are divided into many different types of categories, they can basically be divided into three
basic stages that affect social life. The first is the agricultural society, the second is the industrial
society, and finally, the information society. The information society we live in has led to
significant changes in human life with the joint use of information systems and the concept of
networks. The introduction of the "Internet,” the largest network, into our lives. From banking to
shopping, from health services to education, all areas have witnessed the digital transformation.
With the development of this process, the meaning of the internet concept in our lives is also
changing. To facilitate human life, the concept of the Internet of Things has entered our lives with
the connection of our devices to the internet in daily life.

The Internet of Things has become one of the most popular technologies in recent years. Control
mechanisms of devices are developed by using microprocessors in many areas such as health
institutions, small household appliances, and machines used in factories. These environments are
based on smart devices that receive data from the real world, then process and transmit this data to
computing centers, produce some information-based services and take the necessary actions [1].
The Internet of Things (IoT) can be seen as an evolution in connecting these microprocessor-
integrated devices to the internet.

With the popularity of the internet of things technology in recent years, many research studies have
also been its subject. The internet of things, which is foreseen to be used in many fields such as
logistics, transportation, wearable technology, smart devices, smart agriculture, smart health care, is
expected to be integrated into 75 billion different devices by 2025 [2]. The McKinsey Global
Institute predicts that the internet of things will reach $11 trillion economically by 2025, with a
large part of it in business and industrial applications [3, 4]. With this development of the internet of
things sector, the system's security is also becoming a very important issue. Still, in such a growing
sector, the problem of security analysis is not adequately addressed. Although 10T devices make our
daily tasks quick and simple by making our lives easier, they also have high-security flaws. The
current inadequate security measures implemented to defend smart devices cause people to not
benefit from 10T systems sufficiently. In particular, resource and power consumption limitations
specific to 10T devices make this vulnerability one of the important targets of attackers who want to
exploit it.

In this study, to increase 10T security, the Flood attack, which is one of the important attacks against
such systems, has been examined, and a machine learning-based attack detection method has been
developed.

2. Related Work

Humanity traveled a long time from wheel to the car, but little time passed from car to space travel.
With the invention of controllers, smart devices started to become part of our lives. From our
factories to our electric grid, from traffic lights to smartwatches, all these devices have become
mini-computers; with this development, the importance of communication between these devices
has become one of the industry's most critical needs. With this paradigm, the internet becomes the
platform of these communications [5]. Due to the development of Internet of Things (loT)
technology, versatile inventor Nikola Tesla's prediction of realizing a "global brain” comes true
with interdisciplinary innovations [6]. These devices control and work as planned heavily
depending on effective data communication protocols [7]. As important as these communications
become, attacks on those loT applications become attractive [8]. For that reason, the security of

1530



Gonen, S, et al. ECJSE 2022 (4) 1529-1541

these devices, especially those used in critical infrastructures, has become one of the most important
parts of 10T technology. As an example of 10T systems' lack of security precaution, we can use IP
cam systems [9]. As of 2021, Open port search on Shodan Search Engine (port:554 has_screenshot:
true) gives 95722 results without security measurements. Machine learning tools are used in many
0T ecosystems for security [9, 10]. However, it faces challenges from security to data analysis that
adversaries can take loopholes to hack these systems through tampering history data [11]. Indeed,
remotely managed IoT devices equipped with various cyber and physical interfaces create new
attack capabilities. They can bridge different and possibly separated networks and technologies and
interact unexpectedly by expanding or abusing their cyber-physical interactions. Worse still, the
lack of security certification in 10T increases the vulnerability surface and available connectivity
paths. Traditional risk assessment methodologies fail to capture this new and evolving threat
landscape [12]. One of the biggest problems for 10T devices in terms of security is DDoS attacks.
On larger systems, Botnets can be used to carry out such cyber attacks [6].

Properties of an loT system security can be investigated in 5 integral points. These are Mobility,
Wireless Communication, Embedded Use, Diversity of Components, and Scalability. Every 10T
system is connected with a mobile app and connected to the internet via many providers. So
Security Systems must check these connections. 10T devices generally relate to the internet via
many wireless links, including Blue- tooth, 802.11, WiMAX, Zigbee, etc. Exposing wireless signals
in public-eye frequency has been a security concern in recent years. So security systems must take
control of these connections and check security measures as most Major 10T devices have a single
functionality. Accordingly, the detection of patterns in data transmission is often presented in a
unique model and can be considered a potential vulnerability. Therefore, security systems must take
these patterns into account and control the flow of information. There is a wide range of
inconsistencies in terms of connected devices type and topology in the 10T. Privacy designs must
accommodate even the simplest of devices. The number of connected devices is growing
dramatically day by day, and loT clients cannot monitor the privacy of their data under the
computation of these devices [13]. While some articles about the security of 10T devices use
machine learning algorithms to pre-record data sets [14], In this article, we use real-time traffic to
analyze and detect attacks in the systems.

Within the scope of studies carried out within the scope of 10T attacks, Singh et al. proposed an
advanced hybrid intrusion detection system by combining multi-layer perceptron neural network
and fuzzy logic to detect hello flood attacks in their research. Their proposed system used signal
strength and distance information to detect the hello flood attack [15]. Cakir et al. proposed a deep
learning system based on the Gated Recurrent Unit model to detect and prevent Hello Flood attacks
on the RPL protocol used on 10T networks [16]. In the study by loulianou et al., they proposed a
hybrid lightweight signature-based IDS system in order to mitigate the attacks, especially in the
hello flood type, in the DDoS attack. Their work performed a simulation on Contiki OS and showed
an approach with IDS architecture against intrusions in the network [17]. Another study that
conducted attack analysis on Contiki OS was carried out by Razaa et al. In the study; they proposed
a real-time intrusion detection system called SVELTE. SVELTE was a system embedded in the
border router in 6LOWPAN networks. The purpose of the system was to detect intrusions and filter
malicious traffic by analyzing collected information about the RPL protocol [18].

In the research by Shreenivas et al., the ETX (Expected Transmissions) measure was used to detect
malicious activities in 6LOWPAN networks. They proposed a geographical clue to detect malicious
nodes attacking the network [19]. The study by Napiah et al. used CHA-IDS (compression header
analyzer intrusion detection system) to detect and analyze routing attacks. The study used the best-
first search algorithm in the network traffic generated with the Cooja simulator. The six machine
learning algorithms were used to achieve the best performance. The values obtained from the
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research were compared in terms of energy and power consumption statistics for 6LoWPAN
networks [20].

Yavuz et al. investigated a deep learning-based machine learning method for attack detection in 10T
networks. In the study, a combination of random forests, histogram, and Pearson correlation
coefficient was used to improve performance on the data set. They simulated this created dataset by
comparing it with the UNSW-NB15 and KDDCUP99 datasets [21]. Jan et al. proposed a lightly
supervised machine learning-based Support Vector Machine (SVM) to detect an attacker trying to
inject redundant data into the 10T network [22].

This study used central mote and remote motes representing 10T devices such as heat, humidity,
pressure, and one attacker mode in the attack analyses considering a smart factory model. The
effects of the attack on the system have been demonstrated by using various tools through both
power consumption and packet analysis. Finally, as a result of the analysis of the traffic logs
obtained from the reference model without the attacker and the model with the attacker, the attacker
mote has been successfully detected through the machine learning algorithm. K-means algorithm is
used in the study. Artificial intelligence algorithms need high system resources to work fast. Here,
by using the K-Means algorithm, it has been tried to add a different perspective to the literature by
providing high-speed results with low system resources with an unsupervised structure. The study
focused on the 10T Flood attack, but by following the steps of the flow diagram described in detail
in Figure 3, the study can be used to detect and prevent other types of attacks. With the detection
ability gained in the study, it will be possible to detect new vulnerabilities in the system, close it as
soon as possible, or save the system by intervening with the least damage. It is thought that the
study will make significant contributions to the detection of 10T attacks and vulnerabilities.

3. Testbed

The study used the Cooja simulator and Foren6 6LoOWPAN network analysis tool on the Contiki
operating system to simulate the hello flood attack. Within the scope of the analysis of the study,
first of all, a network model has been created on the Contiki simulator. One central mote, 50
standard motes, and one attacker mote have been created on the created network model. A large part
of the Internet of Things consists of wireless transceivers combined with sensors that can be found
in almost everything physical - devices, clothing, machines, buildings. The phrase "wireless
transceiver coupled with sensors™ in question is somewhat cumbersome to use, so such a node of
the 10T is called a mote (short for remote control). Standard motes on the topology use the central
node to transfer communication to external networks. The purpose of the attacker mote on the
simulation is to increase the battery consumption on the standard and central mote by sending hello
packets continuously to the network. As a result of this traffic, it is aimed that other motes try to
respond to the packets from the attacker motes, preventing them from doing the tasks they are
responsible for and rendering the motes unusable.

Figure 1 and Figure 2 show the network map used in the hello flood simulation. Figure 1 represents
the reference model, while Figure 2 shows the network map with the attacking node.
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Figure 1. Network Map (Without Attacker Mote)
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The green mote on the top of the figure represents the central mote, the yellow motes the standard
motes, and the purple mote represents the attacker mote. At the time of the attack, the attacking
mote, which is located within the transmission capacity of the central mote, transmits hello packets
to other motes on the network. The attack has been successfully carried out as the other motes
reached by the transmitted hello packets returned the reply packet to the mote from which the
packet came.
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Figure 2. Network Map (With Attacker Mote)

All devices in the network map send packets to communicate among themselves. Wireshark has
been used to monitor, record, and examine the communication between the nodes in the scenario
realized on the simulation.
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Figure 3. loT Hello Flood Flowchart
As depicted in Figure 3 flowchart, the Hello flood attack consists of 3 stages. In the first stage, the
attack information gathering stage, the network is scanned, and the nodes are detected. After
collecting information about the detected nodes, the network traffic is examined, and the central
node is determined. In the second stage, the hello flood attack is initiated, and hello packets are sent
over the network by the attacking node. As a result of the intensity of the attack packets sent, the
increase in the communication times of other nodes and the battery consumption status are
monitored. In the last stage, which is the attack detection stage, the network traffic is logged. The

machine learning algorithm processes the logged network traffic, and attack detection is provided.
In this way, it is ensured that the damage to the system is prevented.

4. Flood Attack and Analysis Result

The attack scenario was carried out on a fixed network with wireless network sensors. For this
reason, analysis and machine learning integration can be performed on insider or external attacks
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that will occur on a fixed network. In this section, the attack values depicted in Figure 5 have been
compared with the reference values shown in Figure 4, where there was no attack. In this way, the
effects of the attack on loT devices have been examined.
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Figure 4. Power Consumption Graph (Reference Model)
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Figure 5. Power Consumption Graph (After Flood Attack)

When Figure 4 and Figure 5 are examined, ON values show the power consumption of the node
devices when they are turned on. INT values represent the interference value of the nodes. This
value can be interpreted as the communication density between nodes. In Figure 4, when the node
devices are ON, their power consumption is around 20 percent, while the interference values are
around 5 percent. On the other hand, in Figure 5, when the node devices are ON, their power
consumption is around 40-50 percent. It has been observed that the interference values have
increased in the nodes close to the attacking node.

The test environment has been run on the Destination Oriented Directed Acyclic Graph (DODAG)
network. Network communication in the DODAG structure must be terminated on the root node. In
this context, the late communication of the root node is a costly loss on this network. When the pcap
logs on the DODAG network are examined over Wireshark, it is understood that the graphical
explanations in Figure 4 and Figure 5 are supported. Figure 6 belongs to the time when the
attacking mote is not in the DODAG network, and Figure 7 belongs to the scenario where the
attacking mote has carried out a hello flood attack on the network. Packets analyzed with Wireshark
are shown in Figure 6 and Figure 7. When Figure 6 and Figure 7 are compared, it is seen that while
the communication traffic occurring at the same time is 149471 packets in the reference network,
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515813 packets are in transmission in the attack scenario. In addition, it is seen that 84.3 percent of
the packets in the attack scenario belong to the packets sent from and received by the attacker mote.
These values show the effect of the Flood attack on 10T networks where power consumption is very
critical.
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Figure 7. Network Packet Analysis (Post Flood Attack)

As a result, when the attacker mote was included in the network, all traffic was disrupted. In this
case, power consumption and system flow in wireless sensor networks (WSN) will differ from the
system's norms. For example, in a data center, servers must be kept at certain temperatures.
Wireless sensor networks are activated when the temperature drops below or above a certain level
and trigger the planned system. As a result of the trigger, the data center is kept at the required
temperature level. However, an attacker node entering this wireless sensor network may face
catastrophic risks such as data centerfire. It will delay the communication of the root node in this
system and the triggering of the system that is planned to work.

In the second phase of the analysis, the network traffic of the reference and attack scenarios has
been analyzed with the Foren6 6LoOWPAN network analysis tool. Foren6 application is an open
source loT network analysis application that allows real-time or post-analysis and inspection on
network packets.
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As a result of the analysis, it can be seen in the Figure 8 and Figure 9 that although the Attacker
mote sent 1501 packets, the Root mote only sent 113 packets. In addition, when the attacker is not
present, the total number of control and data packets is 2015, while the network traffic with the
attacker is examined, it is seen that the total number of packets has increased to 5956.

Figure 9. Network Analysis with A 6LoWPAN Diagnosis Tool (With Attacker)

5. Attack Analysis via Machine Learning

To prevent loT Systems from being affected by existing attacks or to eliminate the attack with the
least damage, the detection of the attacks carried out within the scope of the analysis scenarios
should be done as soon as possible. In this context, within the scope of the study, machine learning
analysis is proposed to detect attacks with a heuristic approach.

The pcap file, which has been logged without an attacking mote on the network created by machine
learning analysis, has been used as a reference dataset. In this way, the machine learning learns the
network norm traffic on the target system without the attacker. The attacking mote is constantly
sending hello packets to manipulate network traffic. In this respect, if the packets sent by the
devices on the network are monitored and logged for a certain period, it will be possible to
understand which device is the attacker. Regarding this situation, the number of packets and data
information sent by the attacking mote and other motes on the network traffic is shown in Figure
10.
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. Analysis of Traffic Generated by Motes in 0T Network
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As shown in Figure 10, the node with fe80::c30c:0:0:33 IPV6 address has created much more
packet traffic than other nodes. In a normal DODAG network, the most packet traffic should be at
the mote farthest from the root mote (with the most Parent/Child relationships) and should show a
steady increase in traffic. However, in the attack scenario, the attacking mote sent approximately
two times more packets than the farthest mote, and a serious irregularity also has been detected in
traffic increases.

The outlier feature has been used in the machine learning analysis of the study. This is because the
attacker sends a large amount of HELLO packets in the flood attack, even if it is from inside or
outside. In this context, the standard messaging between the motes will be out of the way and will
come to the outlier position. This will allow the attacker to be detected early, taken out of the
system, or blocked by security systems. In the flood attack, the K-Means algorithm, which
considers the outlier features, is used because the attacker is far away from the average value of the
network traffic. K-means algorithm is generally the most known and used clustering method. There
are various extensions of the k-means to be proposed in the literature. Although there is
unsupervised learning for clustering in pattern recognition and machine learning, the k-means
algorithm and its extensions are always affected by initializations with the required number of
clusters. That is, the K-means algorithm is not exactly an unsupervised clustering method [23]. The
K-means algorithm is an algorithm for placing N data points in a set K in an I-dimensional space.
Each cluster is parameterized with a vector m(k), called its mean. Data points will be denoted by
{x(n)} where the superscript n runs from 1 to the number of data points N. Every x vector has an |
component. Let's assume that the space X lives in is a real space and we have a metric that describes
the distances between points, for example,
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Given the first set of k-means m1(1),...,mk(1), the algorithm alternates between two steps:

Assignment step: Assign each observation to the cluster with the closest Euclidean mean. Each xp
is assigned exactly one S(t), even if it can be assigned to two or more.

Update step: Recalculate the means (centers) for the observations assigned to each cluster.

The algorithm converges when the assignments no longer change. The algorithm is not guaranteed
to find the optimum. The algorithm is usually presented as assigning objects to the nearest cluster
based on distance. Using a distance function other than the (squared) Euclidean distance may
prevent the algorithm from converging. Various modifications of k-means, such as spherical K-
means and
K-medoids, have been proposed to allow the use of other distance measures [24]. By using K-
means algorithm, the anomaly mote (attacker mote) on the network traffic has been detected, as
seen in Figure 11.

Cluster 0 Cluster 1

35000 40,000 45,000 0,000 55,000

Tx Packets

Figure 11. Analysis of the Nodes after the Application of the K-Means Algorithm

As seen in Figure 11, two different clusters were created as a result of machine learning. From these
clusters, cluster-0 represents normal network traffic motes, and cluster-1 represents offensive mote.
Due to a very extreme anomaly, the clusters in question are located at opposite points on the Plot
axis.

The algorithm for the study is given below.

Input: IoT Dataset

Output: Attack or Legal Transmision

1: Load attributes of the dataset

2: [rank,weights]=relief(features,target), // Apply relief to calculate features ranks and means
2:fori=1to 7 do

3: features outliner(:,I) = features (:,rank(l)),; //Select outliner features.

4: end for i

5: acc™®" = 0; // Define accuracy value

5: while data(i)=outliner(i) do

6: attack=attack+1
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7:acc=0;

8:fori=1to L do// L is data set

9: if outliner(i) = flagedattack(i) then
10: acc=acc + 1;

11: end if

12: end for i

13: accmean = accmean + %;

14: end for j
6. Discussion

In the study, the targeted aim of attack detection with hello flood attack analysis and artificial
intelligence system has been achieved. During the study, completely original packages have been
used and simulations have been carried out on these packages. During the simulations, both the
instantaneous effect on the system and the effect on the system after the attack have been examined.
As a result of the Hello Flood attack, it has been observed that power consumption on 10T devices
have increased and network communication has been blocked. For these reasons, it is shown that a
critically important system in which a hello flood attack can be carried out can cause very bad
results. During artificial intelligence monitoring, this attack has been successfully detected with the
K Means algorithm. This has proven how important it is to have an artificial intelligence system-
supported IDS, which constantly monitors the network and monitors the packet traffic, waiting for a
possible attack. This add-on ensures both the integrity of the system and the operation of the system
in appropriate conditions. In the results of the analysis, an artificial intelligence system supported
IDS is presented as a measure for network protection in order to protect it from attacks aimed at
blocking 10T network communication.

7. Conclusion

With the developments in information technologies, every area of our lives, from shopping to
education, from health to entertainment, has transitioned to the cyber environment, which is defined
as the digital environment. In particular, the advances in short distance low energy communication
platforms and embedded system technologies have included the concept of 10T, which enables
many applications for the benefit of humanity. With the 10T process, unimaginable possibilities
have been put at the service of humanity. However, the security dimension, which is not sufficiently
taken into account and/or not included in this process, has also led to the emergence of important
threats. The addition of loT-specific vulnerabilities to existing vulnerabilities has led to the
underutilization of the potential of 10T.

In this study, the Flood attack, which is one of the important attacks against 10T, is discussed.
Within the scope of the analysis of the study, considering a fixed WSN, temperature, humidity,
pressure, etc. a flood attack has been carried out by adding an offensive 10T mode to the reference
network where the central 10T node is located, which collects 10T devices and values from these
devices and transmits them to the relevant official. Changes in the 10T network during the attack
and its effects on the system have been examined in terms of power consumption and changes in
network traffic packets, which are the most important constraints of 10T networks. The results
obtained at this stage have been explained that the attacker creates a significant load on the network
traffic and the power consumption has increased considerably, and that there will be important
material and moral consequences as a result of the attack. In the second stage of the analysis, the
logs obtained on the reference and attacker network were analyzed with machine learning
algorithm.
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In this study, the effect of the flood attack on the loT network on the system, attack analysis, and
machine learning algorithm detection are focused. In the next study, other types of attacks against
the 10T network will be analyzed.
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